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Information Privacy and Health Records

EXECUTIVE SUMMARY

The immediate background to this paper was the release in December 2001 of an Exposure
Draft of a Health Records and Information Privacy Bill [the Draft Health Recor ds Bill].
This was followed on 26 February 2002 by an announcement, in the Governors Speech,
foreshadowing the introduction of legidlation to protect the privacy of electronic heath
records. The issues involved in the proposed legidation are encapsulated in the three
purposesof the Draft Health Records Bill: (&) protecting the privacy of an individuals health
information that is held in the public and private sectors; (b) enabling individuals to gain
access to their health information; and (c) providing an accessible framework for the
resolution of complaints regarding the handling of health information. The main findings of
this paper are asfollows:

As in other privacy information areas, these issues belong to the larger picture of
technological innovation which facilitates the sharing and accessing of data. In the
specific context of health information, these devel opments include Telemedicine and
health smart card proposals which may result in information being stored and collected
in new ways (p 1).

A particular concern is the development of alinked Electronic Health Record (EHR),
as proposed in the March 2000 Report of the NSW Health Council titled, A Better
Health System for NSW. Responding to this recommendation, the NSW Health Minister
appointed an Advisory Committee to address privacy issues in relation to health
information (p 1).

The Advisory Committees report titled, Panacea or Placebo? Linked Electronic Health
Records and Improvements in Health Outcomes, was released on 2 February 2001.
Among other things, it recommended that a System of linked electronic health records
across the State’be devel oped and that the system be governed by a new Act, the Health
Records and Information Privacy Act (p 8).

Developments at the Commonwealth level include the establishment of a National
Electronic Health Records Taskforce. In September 2001 it was reported that the
Taskforce had recommended the devel opment of anational health information network
to be called HeathConnect. The recommendation was endorsed by the Australian Health
Ministersin July 2000 (pp 9-10).

The Hedlth Ministers have also established a Health Information Privacy Working Group
under the Australian Health Ministers Advisory Council (AHMAC). Its task is to
develop a nationally integrated privacy framework for health information. Comprising
Commonwealth, State and Territory representatives, the Working Group is said to be
developing a draft National Health Privacy Code with the aim of delivering consistent
privacy arrangements across the public and private sectors. The draft Code was due to
be distributed for public consultation in January 2002 but, as at 10 April 2002, it is till
to be released (p 10).

A particular area of concern is genetic information privacy. An inquiry into genetic
testing and information, to be conducted jointly by the Australian Law Reform
Commission and the Australian Health Ethics Committee, was announced in August
2000. An Issues Paper, published in October 2001, posed the question, Should genetic
information be treated as being so unique or more powerful than other forms of health
information that it requires special legal protection or other exceptional measures?



Under the Draft Health Records Bill genetic information would be treated as a subset
of health information (pp 3-5).

At present, there is no single, comprehensive piece of health information privacy
legidation in NSW applying to the private and public sectors. What exists, instead, isa
plethora of relevant State and Federal laws. These include: () the Federal Privacy Act
1998, which now applies to both the Commonwealth public sector as well as to the
private sector generaly; (b) the NSW Privacy and Personal Information Protection Act
1998, which applies to NSW public sector agencies, (c) the NSW Freedom of
Information Act 1989 which a so appliesto State public sector agencies; (d) such health
related regulations as the Private Hospitals Regulation 1996 which provides a patients
right of accessto clinical records and for the secure retention of such records by private
sector hospitals; () health related legidation which contain specific provisons on
confidentiality; (f) statutes requiring mandatory reporting, such as section 27 of the
Children and Young Persons (Care and Protection) Act 1998 (NSW); (g) common law
medical confidentiality requirements; (h) plus codes and guidelines, such as the NSW
Department of Healths Information Privacy Code of Practice and the Federa Privacy
Commissioners Guidelines on Privacy in the Private Health Sector (pp 13-15).

The extension of the Federal privacy regime to cover the private sector was achieved
by the Privacy Amendment (Private Sector) Act 2000 (Cth), which commenced on 21
December 2001. In its June 2000 report, the House of Representatives Legal and
Constitutional Affairs Committee commented that the Acts coverage of heath
information proved a particularly controversial issue. Of particular concern to the
Committee were the exemptions applying to access to health records in the private
sector (pp 18-19).

In an anomal ous position are NSW State owned corporations. These are not covered
under the Privacy and Personal Information Act 1998 (NSW) and would only be
covered under the Federal scheme if expressly prescribed by regulation at the request
of the State (p 21).

The Federd Privacy Commissioner hasindicated that the Federal privacy regime for the
private sector is intended to tover the field: Even if that is not the case, issues of
constitutional consistency are raised by the operation of concurrent State and Federal
legidation in thisfield (pp 19-20).

The ACT and Victoria have aready introduced comprehensive legidation dealing with
health records and information privacy in the private and pubic spheres, along the lines
proposed under the Draft Health Records Bill (p 1).

It issaid that the aim of the Draft Health Records Bill isto provide a single State-based
scheme for the management of health privacy obligations, imposing the same set of
Privacy Principles on information holders in both the public and private sector. The Bill
will aso provide areadily accessible complaints process and recognise the special issues
which arise in the handling of health information’(p 31).

Unlike the Federa privacy regime, the Draft Bill would extend privacy protection to the
health information held on employeesrecords. Thisis one areawhere, it is understood,
the Bill may be amended before it is introduced into Parliament (p 33 and p 46).
There are sure to be differing perspectives on the Draft Health Records Bill. From one
standpoint, it could be seen as yet another level of duplication and complexity in afield
of law aready busy with regulation. From another, it could be argued that it
demonstrates the value of bringing public and private health sector privacy regulation
under asingle piece of legidation (p 45).
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1. INTRODUCTION

The immediate background to this paper was the release in December 2001 of an Exposure
Draft of a Health Records and Information Privacy Bill [the Draft Health Recor ds Bill].
This was followed on 26 February 2002 by an announcement, in the Governors Speech,
foreshadowing the introduction of legidation to protect the privacy of electronic heath

! The issues involved in the proposed legislation are encapsulated in the three
purposes’of the Draft Health Records Bill, as follows:

protecting the privacy of an individuas health information that is held in the public and
private sectors,

enabling individuals to gain access to their health information; and

providing an accessible framework for the resolution of complaints regarding the
handling of health information.

As in other privacy information areas, these issues belong to the larger picture of
technological innovation which facilitates the sharing and accessing of data. In the specific
context of health information, these developments include Telemedicine and health smart
card proposals which may result in information being stored and collected in new ways. A
particular concern is the development of a linked Electronic Health Record (EHR),” as
proposed in the March 2000 Report of the NSW Health Council titled, A Better Health
System for NSW. Responding to this recommendation, the NSW Health Minister appointed
an Advisory Committee chaired by the NSW Privacy Commissioner, Chris Puplick, to
address privacy issuesin relation to health information. The Advisory Committees report
titled, Panacea or Placebo? Linked Electronic Health Records and Improvements in Health
Outcomes, was released on 2 February 2001. The subsequent release of the Draft Health
Records Bill is the Governments response to that report.

These local developments must be placed in abroader Australian context. With the further
extension of Commonwealth privacy law over the private sector, under the Privacy
Amendment (Private Sector) Act 2000 (Cth) which commenced on 21 December 2001, that
regime now extends to all non-government health service providers. It is also the case that
specific health records legidation, dealing with privacy and access matters, has been passed
in the ACT® and Victoria.” The Draft Health Records Bill is similar in scope and intent to
its Victorian counterpart. An obvious issue arising from this concerns the relationship

NSWPD, 26 February 2002, p 4.

An electronic health record is a ‘single, complete patient record of all health care information

which relates to an individual. It records all information about treatments that an individual

has received — including hospital admissions — and diagnostic information such as test
NSW Health Council, A Better Health System for NSW, March 2000, p 23.

3 Health Records (Privacy and Access) Act 1997 (ACT).
Health Records Act 2001 (Vic). Note that as at 5 March 2002 not all provisions of the Act

have been proclaimed to commence. However, under section 2 (2) of the Act, all
uncommented provisions will come into operation on 1 July 2002.
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between any State-based scheme and the federal privacy regime. Questions of overlap and
complexity must also be addressed in this context.

This paper begins with areview of the key issues and developments. Thisis followed by an
overview of the present legal position in NSW. Next, the Federal privacy legidation is
discussed. The paper then presents a commentary on the draft Health Records and
Information Privacy Bill 2001 [the Draft Health Records Bill].

Note that the paper uses the terms medical records and health recordsinterchangeably.
2. ISSUESIN THE DEBATE
21  Definitional issues—

Privacy and health: Privacy relates to a bundle or collection of rights which &l stem from
the idea that, subject to certain legitimate quaifications, in aliberal democracy the individual
has aright to be let alone® In more specific terms, the Australian Privacy Charter stated:

People have aright to privacy of their own body, private space,
privacy of communications, information privacy (rights
concerning information about a person), and freedom from
surveillance.®

Discussion of privacy in a health context usualy concentrates on two of the above
categories: first, the privacy of the body; and, secondly, information privacy. The physical
privacy of the person typically requires a persons consent for the carrying out of a medical
procedure which in any way invades the persons physical integrity. In a similar vein,
information privacy can be said to require the authorised use and storage of a persons
medical records to be made subject to the requirement of the patients individual consent.

Personal information privacy: Persona information privacy is a subset of privacy. It
involves the right of individuals to determine when, how and to what extent they will share
personal information about themselves with others.” It is said in this regard that information
privacy’involves the notion that people, at least to some extent, should be able to regulate
the way information about themselves is gathered, stored and used.® The underlying
question in this context therefore is whether business and government operate in away that
protects the privacy of the persona information they collect and use. Medical and police

° LD Brandeis and SD Warren, ‘The right to privacy’ (1890) 4 Harvard Law Review 193 at 195.
‘The Australian Privacy Charter’ (1995) 2 Privacy Law and Policy Reporter 44.

Canadian Task Force on Electronic Commerce, The Protection of Personal Information:
Building Canada’s Information Economy and Society, January 1998, p 28 -

http://canada.justice.gc.ca

Legislative Assembly of Queensland, Legal, Constitutional and Administrative Review
Committee, Privacy in Queensland, Report No 9, April 1998, p 9.



Information Privacy and Health Records 3

reports, employment and criminal records, information concerning political or religious
affiliations and refused licence applications are all instances of the kind of persona
information which data protection laws and principles have sought to protect.

The guiding philosophy behind these laws is that personal information is of such a character
that an individual may reasonably expect to control its disclosure.’ For most people, such
an expectation would apply in respect to information about their health.

Health information privacy: Health information is a subset of personal information, one
that is usually thought to involve information of a particularly Sensitive' kind. As Chief
Justice Gleeson acknowledged recently, the line between what is private’and public'can be
hard to draw, but he went on to say that Certain kinds of information about a person, such
as information relating to health, personal relationships, or finances, may be easy to identify
as private!'® That is not to say that all health information is equally sensitive. As the New
Zealand Law Commission has observed, An individua may have no wish to conceal the fact
that he or she has a broken rib, but may not wish to disclose that he or sheisHIV positive™
It isafact that health information about individuasis collected by many organisations and
practitioners and that the information collected varies in nature, from details of minor
injuries, to what may be highly sensitive information on socia and lifestyle factors about an
individual.

A major issue in the hedlth privacy debate is whether, as aresult of its particular sengitivity,
health information is one privacy area which requires its own legidative scheme. That is
what is proposed under the Draft Health Records Bill for NSW. It is already in place in
Victoriaand the ACT. Federally, on the other hand, the protection of health information is
subsumed under the genera privacy regime. In fact the Commonwealth Privacy Act
identifies health information as one form of Sengtive information’attracting higher privacy
standards for the purposes of the application of the Nationa Privacy Principlesto the private
sector.

Genetic information privacy:> Considerable discussion has aso centered on the
appropriate legidative protection for genetic information. On 11 March 1998 the then
Deputy Leader of the Australian Democrats, Senator Stott Despoja, introduced the Genetic

o New Zealand Law Commission, Preliminary Paper 49 — Protecting Personal Information from

Disclosure: A Discussion Paper, February 2002, p 19. It is noted that the expectation rule ‘is
one that leaves little room for conclusive generalisation’.

10 ABC v Lenah Game Meats (2001) 185 ALR 1 at 13 (para 42) He went on to observe that

‘The requirement that disclosure or observation of information or conduct would be highly
offensive to a reasonable person of ordinary sensibilities is in many circumstances a useful
practical test of what is private’.

1 New Zealand Law Commission, n 9, p 19.

12 It was said in the Governor’s Speech that the Government will introduce legislation in this
parliamentary session to include NSW ‘in a national scheme for regulating gene technology’
NSWPD, 26 February 2002, p 4.
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Privacy and Non-Discrimination Bill 1998 into the Senate. The main purposes of the Bill
were to: (a) establish an enforceable right to privacy of genetic information; (b) prevent the
collection of a DNA sample for genetic analysis without the authorisation of the individual
concerned; and (¢) make discrimination based on genetic information unlawful. The Bill was
subsequently referred to the Senate Legal and Constitutional Legislation Committee. The
Committee reported in March 1999 recommending that the Bill not proceed pending further
examination.

In its report the Committee presented a detailed analysis of the implications of the emerging
genetic technology for both health care and medical research. A specific privacy issue
discussed in relation to health care concerned information contained in a collection of tissue
samples originally collected for some other purpose, when later access is sought to the
collection for the purpose of genetic testing: Severa submissions had drawn the Committees
attention to the longstanding practice of taking blood samples from all newborn babies as
part of newborn screening programs:

The samples, known as Guthrie spots are stored on cards, and all
babies born in Australia are tested by the programs which means
that, in NSW for example, cards are now in storage for persons up
to the age of 28 years. These large collections have become
inadvertent DNA sample banks, and these submissions pointed to
the need for appropriate controls over access to and use of the
samples.”

Specific privacy issues relating to medical research were also considered, including the
potential for research to reved previousy unknown information that an individual or family
did not want, or intend to become known, such as the existence or absence of a genetic
relationship. A further privacy consideration, according to the Committee, stems from the
use of record linkage'as a research tool: Record linkage involves the combination of data
from disparate data sources (often collected for other purposes) by matching on individual
identifiers, to produce a new data set that contains more accurate details about each
individual’™*

An inquiry into genetic testing and information, to be conducted jointly by the Australian
Law Reform Commission and the Australian Health Ethics Committee, was first announced
in August 2000." An Issues Paper, published in October 2001, posed the question, Should
genetic information be treated as being so unique or more powerful than other forms of
health information that it requires special legal protection or other exceptional measures?
The paper commented in this respect:

13 Senate Legal and Constitutional Legislation Committee, Provisions of the Genetic Privacy

and Non-Discrimination Bill 1998 (as introduced in the 38" Parliament), March 1999, p 11.

14 Senate Legal and Constitutional Legislation Committee, n 13, p 14.

15 The inquiry’s terms of reference were settled in February 2001.
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Genetic information is most often collected from clinical genetic
testing for the purposes of providing medical and other health
services to the individual being tested or to a genetic relative.
Therefore for many purposes, genetic information may be
considered a subset of health information. Nevertheless, genetic
information has a range of characteristics that may be seen as
differentiating it from most other health information.*

Obvioudly the subject raises complex issues of a practical and ethical kind. In Victoria, at
leadt, it is clear that genetic information’is to be treated, for privacy purposes, as a subset
of health information. Thus, under the Victorian Health Records Act 2001 the definition of
health information’ expressly includes genetic information about an individual in a form
which is or could be predictive of the health (at any time) of the individual or any of hisor
her descendants;*” In the Second Reading speech for the legislation the Victorian Minister
for Health said that:

While new technology brings many benefits for individuas and the
community as a whole, the potentia exists for technology to be
misused, and for people to suffer discrimination or other kinds of
harm as aresult. Nowhere is this more evident than in the case of
hedlth information, particularly in light of the increase in the use of
genetic tests to predict the likelihood of future illness.™

The same approach has been adopted under the Draft Health Records Bill.™ The difference
in detail isthat, whereas the Victorian legidation refers only to descendants'in this context,
the NSW Draft Bill throws awider net over the genetic information it seeks to protect by
referring to any sibling, relative or descendant of the individua In other words, protection
is extended to an individuals present, as well as future, family members.®

2.2  E-health issues
Electronic information systems and health privacy: The challenges facing individua

privacy in the health sector at present arise from many quarters, including the structura
changes in the delivery of hedlth services. On this last point the Federa Privacy

16 ALRC, Protection of Human Genetic Information, Issues Paper 26, October 2001, p 126.

v Health Records Act 2001 (Vic), section 3.

18 VPD (Legislative Assembly), 23 November 2000, p 1906.

19 Draft Health Records and Information Privacy Bill (NSW), clause 6 (d).

20 Note that reference is currently made to personal information relating to ‘genetic
characteristics’ under section 4 (2) of the Privacy and Personal Information Protection Act
1998. Further to the Draft Health Records Bill, such information would be excluded from the
NSW privacy legislation, at least to the extent that it would be included under the definition
of ‘health information’ in the Draft Bill. In other words, genetic information would be part of
the distinct legislative schema in place for health information.
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Commissioner has commented that, &s a consequence of the increasing complexity of health
care thereis amove away from single medical practitioners towards larger teams of health
care professionals who may all legitimately have access to patients medical records’™ The
Federal Privacy Commissioner has also commented on the fact that many people other than
doctors hold health information, including gymnasiums, aternative therapists, alied health
professionals, superannuation providers and insurance companies: Some bodies that are now
collecting persona health information are not bound by professional codes of ethics or

common law duties of confidentiality:*

Emphasis in the recent debate has rightly focussed on the developments in electronic
communications and technological advances. Particular attention has focused on the issues
raised by the development of systems able to eectronically link and integrate personal health
records. The hopeis that such developments will promote more comprehensive, coordinated
and safer health care for individuals and promote better monitoring and planning for the
community. The countervailing concern is that, along with the potential for improved hedth
care, such developments also carry significant privacy risks. It is recognised that health
records can involve persona information which is both highly sensitive and wide-ranging
in nature and that, with the shift away from a paper-based world, minor security breaches
can lead to an invasion of privacy affecting any number of individuals at the same time.?®
According to Meredith Carter, Executive Director of the Health Issues Centre:

The breadth of information contained in many health records can
provide a much more detailed picture of the individuals concerned
than may be commonly realised. Indeed, once compiled as an
integrated, longitudinal record, these records are likely to be of
interest to many other parties, quite outside those who might be
considered to have legitimate public health interests.**

Fundamental to the dilemma is the ability of electronic information systems to deliver to
third parties information that can be traced back to an identifiable individua and afterwards
used by the third party for commercial or other benefit. Carter referred in this context the
findings of the 1992 ICAC report, Unauthorised Release of Government Information. That
investigation, while not dealing specificaly with health information, disclosed a massive
illicit trade in government information:®® The third parties interested in such information,

Carter explained, range from health care providers to agencies such as pharmaceutical

2 Senate Legal and Constitutional Legislation Committee, n 13, p 10.

2 M Crompton, Federal Privacy Commissioner, ‘Privacy, technology and the healthcare sector’,
Paper presented at the Australian Financial Review 4™ Annual Health Congress, Sydney 25-
28 February 2002.

2 M Carter, ‘Protecting consumers’ interests in their health records’ (July/August 1999) 6
Privacy Law and Policy Reporter 13.

24

M Carter, n 23, p 13.

% ICAC, Unauthorised Release of Government Information, Volume 1. August 1992, p 3.
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companies and agencies that have no health care role at al, such as employers, banks and
superannuation companies,®

An important distinction as regards health information is between demands for access to
data for primary purposes, notably the provision of heath care to the individual, and
demands for secondary uses, including research and public health monitoring. As the then
Federa Privacy Commissioner, Kevin OConnor, observed in 1996 The use of identified
information for purposes other than the direct health care is a major area of growth and
requires careful management to ensure that the privacy of health information is not eroded’®’
Developments in e-health can only intensify the concerns which underlie this statement.

Confirming this view of things, in a recent review of health research, privacy and data
linkage issues, Roger Magnusson commented:

As medical records move bn-line€ and the centralisation and
coordination of health data becomes possible, the demands for third
party access, the potential benefits of providing such access, aswell
as the privacy risks for individual patients, will all increase.?®

E-health developmentsin NSW: Over the past few years the focus of the health privacy
debate in NSW has been on the development of electronic medical records. As noted,
development of alinked Electronic Health Record (EHR) was proposed in the March 2000
Report of the NSW Health Council titled, A Better Health System for NSW. An EHR isa
complete patient record of al health care information relating to an individual, including
hospital admissions and diagnostic information such as tests results. As the Health Council
recognised, to be effective the development of such a computerised recording system would
require the use of what are called Unique Patient Identifiers (UPIs). These have, in fact,
already been developed in at least four Area Health Servicesin NSW, the difficulty being
that different Areas have set up different systems. As stated in the Draft Health Records Bill,
an identifier isusually (but need not be) a number; it must, however, consist of more than
a persons name.” The advantage of a UP| isthat it would allow health service providers to
identify with certainty the particular patient they are dealing with, irrespective of where and
when the patient entered the health system.*® The Health Council outlined an implementation
process based around demonstration projects to be established in at least two Area Health

% M Carter, n 23, p 13.
2 Senate Community Affairs References Committee, Report on Access to Medical Records,
June 1997, p 62. Reference was made to ‘numerous public health pressures to use personal
health information’, including the use by medical and epidemiological researchers, and in
such public health initiatives as screening programs and registers of immunisation.

2 R Magnusson, ‘Data Linkage, Health Research and Privacy: Regulating Data Flows in
Australia’s Health Information System’ (2002) 24 The Sydney Law Review 5 at 9.
Magnusson presents a comprehensive account of the legal framework and the

29 Draft Health Records and Information Privacy Bill (NSW), clause 4.

%0 NSW Health Council, n 2, p xvii.
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Services. It aso recommended that the introduction of the EHR must be on a voluntary
basis, following on from proper evaluation and negotiation of relevant privacy issues.*

Updating developments in this area, in December 2000 the NSW Ministerial Advisory
Committee on Privacy and Health Information noted that a Government Action Plan for
heslth had been developed, which included plans for the roll-out of an EHR and UPI. At that
stage, the following reflected the status of the EHR proposal:

NSW Health had proposed to implement a State-wide UPI by November 2002. This
would be preceded by Area UPIs by June 2002.% This approach would support any
initiatives taken at the national level to implement a national unique identifier.*®

The UPI was recognised to be an essential precursor to the EHR. A detailed strategy
for the introduction of UPIs, produced in November 2000 by the NSW Health
Information Management Implementation Co-ordination Group (IMICG), recommended
that their introduction should await the outcomes of the work of the Ministeria
Advisory Committee.

In the same report, which was released in February 2001, the Ministeria Advisory
Committee recommended that a System of linked electronic health records across the State’
be developed and that the system be governed by a new Act, the Health Records and
Information Privacy Act. The introduction of a system of UPIs was also recommended, to
be generated by either the Department of Health itself, or in a coordinated fashion by the
Area Health Services. It was further recommended that the Medicare number not be used
for this purpose and the State-wide UPI should not be linked directly to the Medicare
number.

National developments: E-hedlth initiatives have implications for al levels of Australian
government. At the Commonwedlth level, various responses have been made to the

8 NSW Health Council, n 2, p 27 and p 89. The possibility of introducing a Health Smart Card
was also discussed in the report. This has not been taken up by the Government.
s Ministerial Advisory Committee on Privacy and Health Information, Panacea or Placebo?
Linked Electronic Health Records and Improvements in Health Outcomes, December 2000,
p 28. In a later section the report noted that, whereas the Commonwealth Department of
Health and Aged Care was said to support a national UPI strictly limited to use in the health
sector, NSW Health has proposed a multi-layer system based on individual Area Health
Service UPIs, which could then be matched against a State UPI.
% The Health Council report had recognised that the development of electronic health records
would raise questions of a cross-jurisdictional kind, noting the absence at present of
‘mandated requirements or strategies to link patient identification systems between the
Commonwealth- and State-funded services’ - NSW Health Council, n 2, p 25.
3 Ministerial Advisory Committee on Privacy and Health Information, n 32, p 30. It was said that
when the Medicare number was introduced assurances were made that these records would
not be linked with health data relating to individuals. Thus, ‘Any extension of the Medicare
number that involves linkage to individual health data would constitute a breach of trust with
the Australian people’. The report also noted that the Medicare number on a card may cover
a number of different people. On the other hand, the Health Insurance Commission has a
separate and distinct UPI for each individual covered under that card (page 29).
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challenges posed by such issues. One response, aready in operation, is MedicineConnect,
which involves the establishment of a database that records prescriptions written for
individual patients by different prescribers and dispensed by different pharmacists. Under the
National Health Amendment (Improved Monitoring of Entitlements to Pharmaceutical
Benefits) Act 2000, a scheme has been introduced® which requires all prescriptions to be
linked with a Medicare number. As explained in the Second Reading speech:

Doctors will be authorised, but not required, to put the Medicare
number on prescriptions and store the number with patient consent.
Pharmacists will also be authorised to request and to store a
patients Medicare number and its expiry date on the system, again
with patient consent.*

A second response has been the establishment of a National Electronic Health Records
Taskforce. This followed a recommendation of the National Health Information
Management Advisory Council (NHIMAC) in its November 1999 report, Health Online —
A Health Information Action Plan for Australia.*’ In asecond edition of the report, released
in September 2001, it was noted that the Taskforce had recommended the devel opment of
anationa health information network for Australia, to be called HealthConnect. In the form
proposed by the Taskforce, such a network would alow personal health information to be
collected, stored and exchanged, but only with the permission of the individua health
consumer. Under HealthConnect, health related information about an individual would be
collected in a standard, electronic format at the point of care (such as at a hospital or a
genera practitioners clinic). Thisinformation would take the form of event summaries - not
all the notes that a health care provider may choose to keep about a consultation.

The Taskforces HeathConnect recommendation was endorsed by Australian Headth
Ministers in July 2000 when there was unanimous support for: (a) adopting a national
approach to eectronic health records in Australia; (b) the secure networking of health
information more generally; and (c) subject to budget constraints, jointly establishing a
health information network for Australia, HealthConnect, as the best way to achieve these
ams. At a subsequent meeting in November 2000, the Health Ministers agreed to undertake
two years of development work to test the HealthConnect concept and also to undertake
additional work on developing the necessary infrastructure. The HealthConnect Program
Office was established for this purpose, based in the Commonwealth Department of Health
and Aged Care, but involving State and Territory government representatives.®

% It commenced in July 2001.

% Commonwealth Parliamentary Debates (House of Representatives), 6 September 2000, p
20197.

87 NHIMAC was established by Australian Health Ministers in April 1999 as the peak body for
dealing with information issues in the health sector. It represents Commonwealth and State
and Territory governments, clinical practice, the information technology industry, the private
health sector and consumer interests. The Federal Privacy Commissioner is also a member.

8 NHIMAC, Health Online: A Health Information Action Plan for Australia, 2" edition,
September 2001, pp 81-83.
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Concerns have been expressed about the balance of compulsory and voluntary elementsin
the proposed Commonwealth scheme. For example, in a discussion paper released in
November 2000 the NSW Ministerial Advisory Committee on Privacy and Hedlth
Information commented that HealthConnect has been described as a scheme based on
voluntary individual participation, on one side, but that on the other it would be based on
assigning a Unique Persona Identifier to every newborn. The Advisory Committee went on

to say:

It appears that what is emerging at the Commonwealth level is a
combination of a tompulsory’ and voluntary’ model. That is, it is
compulsory for every person to be registered, but voluntary what
information is included on the electronic network. However, the
true extent to which the proposal is voluntary or compulsory
remains unclear.®

The privacy implications of such e-hedlth initiatives as HealthConnect have of course been
recognised at the national level, with the further establishment by the Health Ministers of a
Hedlth Information Privacy Working Group under the Australian Health Ministers Advisory
Council (AHMAC). Its task is to develop a nationally integrated privacy framework for
health information. Comprising Commonwealth, State and Territory representatives, the
Working Group is said to be developing adraft National Health Privacy Code with the aim
of delivering consistent privacy arrangements across the public and private sectors. The draft
Code was due to be distributed for public consultation in January 2002 but, as at 10 April
2002, it is still to be released.™

23  Legal issues

No common law right of accessto health records: The leading caseis Breen v Williams™
in which the High Court dismissed the claim that patients have aright of access at common
law to the hedlth records complied about them by their doctors. The plaintiff, Ms Breen, had
variously contended that the nature of her right to access resided in:

a patients right or interest in the information contained in the medical records;
an implied term of the contract between doctor and patient;
afiduciary relationship between doctor and patient.

All these claims were unanimously rejected. In effect, Breen v Williams confirmed that the
view that, at common law, a private medical practitioner in general or specialist practice

% NSW Ministerial Advisory Committee on Privacy and Health Information, Privacy and Health

Information — A Discussion of Issues, November 2000, p 10; NSW Ministerial Advisory
Committee on Privacy and Health Information, n 32, p 30.
40 NHIMAC, n 38, p 28.

i (1995-1996) 186 CLR 71.
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obwns and therefore controls access to the medical records relating to hisher patients.
Owning a medical record in private medical practice confers power and ultimate control
over access to information held in a record.*

In their joint judgment Gaudron and McHugh JJ concluded it was not possible, without
distorting the basis of accepted legal principles, for this Court to create an unrestricted right
of access to medical records, or aright of access, subject to exceptions. If changeisto be
made, it must be made by the legislature®™

As explained in the next section of this paper various legidative initiatives have taken place
in NSW to secure patient access to their medical records. The Draft Health Records Bill is
in fact the latest and most comprehensive of these initiatives. The point is also made that
access has often been granted in the recent past because it is regarded as good professional
practice. It was said in 1996, for example, that the Royal Australian College of Genera
Practitioners had adopted a policy that patients should be permitted to have access to their
medical record upon requestexceptwhere accessis likely to cause serious harm or distress**

No common law tort of breach of privacy: Just as the common law does not recognise
aright of access to medical records, nor it seems does it recognise aright to privacy. That
is not to say that the Australian common law contains no protection at all of the right of
privacy: in special situations, as in the relationship between a doctor and a patient, where
aduty of confidentiality exists between two parties, then disclosure of information to athird
party may be abreach of confidence. However, the genera point to make is that, unlikein
the USA for example, Australian law recognises no over-arching genera concept of privacy
as an interest worth protecting for its own sake.* The leading Australian case is Victorian
Park Racing and Recreation Grounds Co Ltd v Taylor*® which is generally accepted as
authority for the proposition that a cause of action for breach of privacy does not exist at
common law.*’

That proposition was reconsidered by the High Court recently in ABC v Lenah Game Meats
Pty Ltd.* While it was not actually necessary for the Court to decide whether a tort of

42 Senate Community Affairs References Committee, Report on Access to Medical Records,

June 1997, p 28.

3 (1995-1996) 186 CLR 71 at 115.
4 RACGP, Interim Code of Practice for Computerised Medical Records in General Practice,
February 1996, section 5 — quoted in A Cornwall, ‘Whose medical records?’ (August 1996)
5 Australian Health Law Bulletin 1 at 2.

45 G Taylor, ‘Why is there no common law right of privacy?’ (2000) 26 Monash University Law
Review 235 at 238.

16 (1937) 58 CLR 479.

4 For a commentary on recent developments see — R Martin and J Macdonnell, ‘Privacy after

Lenah Game Meats’ (2001) 5 TeleMedia 106.

8 (2002) 185 ALR 1.
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privacy is recognised at common law, in various comments it was suggested that such a
development was not out of the question. Chief Justice Gleeson said The law should be
more astute than in the past to identify and protect interests of a kind which fall within the
concept of privacy’® In qualifying remarks he observed, first, that the lack of precision of
the concept of privacy is areason for caution in declaring a new tort’.and, secondly, that
complications arise from the tension that exists between interests in privacy and interestsin
% Gummow and Hayne JJ, with whom Gaudron J agreed, stated that the
Victoria Park Racing case did hot stand in the path of the development’ of a tort of
privacy.”* Whereas Callinan J, expressing tentative views on the tort of privacy, said:

It seems to me, having regard to current conditions in this country,
and developments of the law in other common law jurisdictions, the
timeisripe for consideration whether atort of invasion of privacy
should be recognised in this country, or whether the legislatures
should be left to determine whether provisions for aremedy for it
should be made.™

Asto the question of a statutory tort of privacy invasion, Gummow and Hayne JJ observed
that The Privacy Act 1988 (Cth), particularly since its amendment by the Privacy
Amendment (Private Sector) Act 2000 (Cth), confers some enforcement power upon the
Federal Court and the Federal Magistrates Court, but the legislation stops short of enacting
what might be called a statutory tort of privacy invasion:® That situation is unlikely to
change in the foreseeable future. More likely is the recognition of acommon law tort which
would operate in addition to existing and proposed legidative remedies.

3. OVERVIEW OF THE EXISTING LEGAL FRAMEWORK

Before discussing various legidative initiatives in more detail brief note can be made of the
range of privacy related lawswhich apply at present to health information. The point is made
in this respect that there is ho single, comprehensive piece of privacy legidation in NSW
applying to the private and public sectors,™ What exists, instead, is a plethora of relevant
laws at State and Federal level. These include:

49 (2002) 185 ALR 1 at 12 (para 40).

%0 (2002) 185 ALR 1 at 13 (para 41).

5t (2002) 185 ALR 1 at 31 (para 107).

5 (2002) 185 ALR 1 at 95 (para 335). Callinan J was also of the view that, if such a tort is

recognised, it may apply to corporations (at para 328). However, the balance of opinion was
that such a tort is unlikely to extend to corporations (Gummow and Haynes JJ at para 132;
Kirby J at 190).

%3 (2002) 185 ALR 1 at 31 (para 106); Privacy Act 1988 (Cth), section 55A.

>4 NSW Ministerial Advisory Committee on Privacy and Health Information, n 39, p 20.
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3.1 TheFederal Privacy Act 1988

Since the commencement of the Privacy Amendment (Private Sector) Act 2000, the Federa
Privacy Act 1988 applies to both the Commonwealth public sector and (with certain
exceptions) to the private sector generally. The Act is discussed in more detail in the next
section of this paper.

3.2  TheNSW Privacy and Personal Information Protection Act 1998

This applies to State public sector agencies.™ In the relevant Second Reading speech it was
said that the introduction of data protection laws for the private sector should be donein a
uniform manner on a nationa basis*®

Structuraly, the Act is similar to other legidative privacy models. Part 2 is headed
Information protection principles (IPPs) and it sets out 12 principles of the kind found in
most privacy legidation, including the Federal and New Zealand Privacy Acts, al of which
are based on the 1980 OECD Guidelines on the Protection of Privacy and Transborder
Flows of Personal Data. The Act makes provision for specific exemptions from these 1PPs,
for law enforcement and other agencies. These IPPs apply to persona information; aterm
defined to mean Information or an opinion (including information or an opinion forming part
of a database and whether or not recorded in a material form) about an individua whose
identity is apparent or can reasonably be ascertained from the information or opinion:
Persona information is said to include such things as an individuas fingerprints, retina
prints, body samples or genetic characteristics.

Part 3 then provides for the making of privacy codes and management plans, which can
allow an exemption from, or modification to, any of the IPPS in the Act. Codes must be first
submitted for consultation to the NSW Privacy Commissioner and be approved by the
Minister. The NSW Health Department has made a Code under the Act, modifying the way
anumber of the IPPs apply to its public sector health activities. Agencies are also required
to prepare a Privacy Management Plan outlining how they plan to comply with the
requirements of the Act. The NSW Health Privacy Management Plan was issued as Circular
2000/62 on 26 July 2000.

% State owned corporations, such as State Rail, are not covered under the Privacy and

Personal Information Act 1998 (NSW) and would only be covered under the Federal scheme

if expressly prescribed by regulation at the request of the State. This is discussed in a later

section of this paper.
% NSWPD, 17 September 1998, p 7601. State owned corporations are not covered. However,
there is provision in the Act for people to complain to the NSW Privacy Commissioner about
alleged breaches of privacy by private sector organisations and individuals. For a more
detailed outline of the Act see — G Giriffith, Privacy Law Reform: Issues and Developments,
NSW Parliamentary Library Research Service Briefing Paper No 20/1998. For contrasting
comments on its operation upon commencement see — N Waters, ‘Was it worth it?’ (March
2000) 6 Privacy Law and Policy Reporterl41; C Puplick, ‘Codes and consultation in NSW’
(August 2000) 7 Privacy Law and Policy Reporter 53.
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Part 4 establishes the office of the NSW Privacy Commissioner and sets out the complaints
mechanism. Enforcement provisions are then established under Part 5. In brief, individuals
have the right to seek areview by an agency where the individual believes their privacy has
been breached. The main responsibility for the review lies with the agency, athough if
requested by the agency the Privacy Commissioner can undertake a review on its behalf.
Where an individual is not satisfied with the outcome of an interna review, they can appeal
to the Administrative Decisions Tribunal.

3.3 The NSW Freedom of Infor mation Act 1989

This, too, applies to State public sector agencies, with section 16 providing that A person
has a legally enforceable right to be given access to an agencys documents in accordance
" Thisis qualified by section 31 (4) which providesthat, in relation to medical
or psychiatric records concerning the applicant and where, in the agencys opinion, disclosure
may have an adverse effect on the applicants physica or mental health, then it is enough for
the agency to give access to aregistered medical practitioner nominated by the applicant.

The issue of the overlap between the State privacy and FOI regimes is discussed in a later
section of this paper.

34  Health-related regulations

Severa health related regulations are in operation covering records held in private hospitals,
day procedure centres and nursing homes™ For example, clause 42 of the Private Hospitals
Regulation 1996 provides for a patients right of access to clinical records. Exemption is
made where the medical practitioner or dentist in charge of the patients care advises that the
request should be refused’and if the private hospital is satisfied that the access sought would
be prejudicial to the patients physical or mental health. Clause 41 requires the retention of
clinical recordsfor 7 years (in the case of adults) and 25 years (in the case of children). This
provision is mirrored in proposed section 24 of the Draft Health Records Bill.

3.5 Health-related legidation

Severa health related statutes contain specific provisions on confidentiality, including
section 22 of the Health Administration Act 1982 which is binding on all persons working
in the NSW health system.”® More specifically, section 17 of the Public Health Act 1991
(NSW) makes specia provision for the confidentiality of HIV/AIDS related information:

3.6 Mandatory reporting requirements

> Section 5 of the Privacy and Personal Information Protection Act 1998 (NSW) defines the

relationship between itself and the FOI Act by stating the latter is not affected by the former.

%8 Private Hospital Regulation 1996 (NSW); Nursing Homes Regulation 1996 (NSW); Day
Procedure Centres Regulation 1996 (NSW).

5 Similar confidentiality provisions are found in the Mental Health Act 1990 (NSW) (section

289) and the Public Health Act 1991 (NSW) (section 75).
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Also relevant to the debate about privacy and health information are various laws requiring
the mandatory reporting of information by medical practitioners, including public health and
child protection legidation. An example is the mandatory reporting requirement under
section 27 of the Children and Young Persons (Care and Protection) Act 1998 (NSW) for
paid providers of health care where there are reasonable grounds to suspect that a child is
at risk of harm. Conversely, under section 36 of the Public Health Act 1991 (NSW) a
person to whom a public health order applies has the right to inspect, and make copies of,
their medical records.

3.7  Common law medical confidentiality obligations

Relevant non-gtatutory requirements include common law medical confidentiality obligations
applying to the practitioner-patient relationship.

3.8 Codesand guidelines

Alongside and in addition to this multi-layered legd framework various codes and guidelines
also operate in this area, many produced by governmental bodies, some by professiona
organisations. Most important at the State governmental level is the NSW Headlth
Departments Information Privacy Code of Practice, introduced originally in May 1996 and,
as noted, updated in a second edition in December 1998 in conformity with Part 5 of the
Privacy and Personal Information Protection Act 1998.

Of nationa significance are the Federal Privacy Commissioners Guidelines on Privacy in
the Private Health Sector, issued in November 2001.%° Further, with the approval of the
Federal Privacy Commissioner, guidelines for the protection of privacy in the conduct of
medical research have been issued by the National Health and Medical Research Council
(NHMRC) under section 95 (public sector)®* and section 95A (private sector) of the Privacy
Act 1988 (Cth).*

4, THE FEDERAL PRIVACY ACT 1988 AND HEALTH INFORMATION

As noted, since the commencement of the Privacy Amendment (Private Sector) Act 2000,
applies to both the Commonweal th public sector and (with certain exceptions) to the private
sector generally. The Federal private sector privacy regime is designed to protect personal
information. Some personal information is defined to be Sensitive information'which attracts
higher privacy standards. Under this scheme, health information’is a sub-set of sensitive
personal information.

The privacy regimes for the public and private sectors operate separately under the Act, a
distinction which is reflected in the following discussion.

60 These and other guidelines are not legally binding.

ot First issued in July 1991, these guidelines have been revised regularly since then. In their
current form the guidelines were issued in February 2000.

62 The first guidelines were issued in December 2001.
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41  Thepublic sector

Prior to the enactment of the Privacy Amendment (Private Sector) Act 2000 (Cth), which
commenced on 21 December 2001, the federal privacy regime was largely confined to the
public sector. In effect, it protected persona information held by the federal public sector
and tax file numbers wherever held; it also regulated the collection, use and disclosure of
consumer credit information by private sector organisations.

The Privacy Act was passed in 1988 against a background of the failure of the Australia
Card legidation. It was enacted pursuant to the external affairs power and implements
Ausdtralias obligations under Article 17 of the International Covenant on Civil and Political
Rights and the 1980 OECD Guidelines on the Protection of Privacy and Transborder
Flows of Personal Data. The concept of privacy’itself is not defined under the Act. Instead,
it establishes Information Privacy Principles (IPPs) which apply to agencies, aterm defined
to cover persons and bodies in the federal public sector. The |PPs are based largely on the
OECD Guidedlines.”® There are 11 in total, as follows:

Manner and purpose of collection of personal information (1PP1)
Solicitation of persona information from individual concerned (1PP2)
Solicitation of personal information generaly (IPP3)

Storage and security of personal information (1PP4)

Information relating to records kept by record-keeper (1PP 5)
Access to records containing personal information (1PP6)

Alteration of records containing personal information (1PP7)
Record-keeper to check accuracy etc of personal information before use (1PP8)
Personal information to be used only for relevant purposes (1PP9)
Limits on use of personal information (1PP10)

Limits on disclosure of persona information (IPP11)

A mechanism is established to deal with cases where awaiver from strict compliance with
the IPPs is desirable in the public interest. These are referred to as public interest
determinations. These operate where the Federa Privacy Commissioner is satisfied that an
act or practice of an agency breaches, or may breach, an Information Privacy Principle®
The Commissioner aso has power conduct privacy audits® to make enforcesble
determinations as to liability under the Act in the event of a breach, as well as to award
damages.®®

63 Privacy principles for consumer credit reporting are set out in Part lll1A of the Privacy Act 1988

(Cth). There is, in addition, a Credit Reporting Code of Conduct.

64 Privacy Act 1988 (Cth), section 72.

65 Privacy Act 1988 (Cth), section 27 (1)(h) and section 28 (1)(e).

66 Privacy Act 1988 (Cth), section 52.
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Although no specific mention is made of health information, the public sector provisions
cover the collection, use and disclosure of health records for research or other purposes by
all Commonwealth government agencies. Regulated in this way is the handling of health
related data held by agencies such as the Department of Health and Aged Care and the
Health Insurance Commission.®” IPPL, for example, ensures that the collection of personal
information is subject to the requirements that, first, the information is collected for alawful
purpose directly related to a function or activity of the collector’and, secondly, the collection
is hecessary for or directly related to that purpose. Access to recordsis aso covered under
IPP6 which, first, grants an individual a broad right of access to arecord containing their
personal information and, secondly, makes this right subject to any exceptions operating
under a Commonwealth law by which access is restricted. As noted, section 95 makes
provision for the issuing of public sector medical research guidelines by the National Health
and Medical Research Council, with the approval of the Privacy Commissioner.

4.2  Theprivate sector

Background: Passage of the Privacy Amendment (Private Sector) Act 2000 (Cth) was the
result of alengthy debate which took place at the State, national and global levels. Globaly,
the most significant development in recent times was the European Union Directive on data
protection which came into force in October 1998. It establishes comprehensive protection
of persona information held in any form by the public and private sectors. The EU Directive
has become the internationa benchmark for privacy protection, not least because countries
without what the Directive describes as an adequate’level of data protection will be excluded
from personal information flows. Exactly how rigoroudly the EU applies the adequacy’test
to Audtralia remains to be seen. It has been argued by Professor Graham Greenleaf that, in
accepting the US Safe Harbor privacy Principles, the European Commission accepted a
weak and fragmented standard of privacy protection in the US as &dequat€ein order not to
endanger trade between the EU and the US.*® But, as Professor Greenleaf, went on to say,
the same approach may not be adopted in relation to Australia. In any event, the
Commonwealth Government made it clear that a major intention behind its private sector
legislation was to ensure that the scheme:

is compatible with the European Directive on the Protection of
Individuals With Regard to the Processing of Personal Dataand on
the Free Movement of Such Datato remove any potentia barriers
to international trade.”

67 In addition, under the National Health Act 1953 (Cth), the Federal privacy Commissioner is

required to issue guidelines covering the storage, use and disclosure of information referring
to claims made by individuals under the Pharmaceutical Benefits Scheme and the Medicare
program.
68 G Greenleaf, ‘Safe harbor’s low benchmark for “adequacy”: EU sells out privacy for U
(August 2000) 7 Privacy Law and Policy Reporter 45.
69 Commonwealth Attorney-General, ‘Information Paper on the introduction of the Privacy
Amendment (Private Sector) Bill 2000’ (March 2000) 6 Privacy Law and Policy Reporter
147.
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The Commonwealth Government had indicated in 1997 that a self-regulatory regime would
be introduced for the private sector. Due in part to a suggestion by the Victorian
Government in 1998 that it intended to introduce private sector legidation if the
Commonwesalth Government failed to legidate, the decision was taken in December 1998
to introduce what was called alight touch’national legidative scheme, which would provide
for adefault set of privacy standards in the absence of industry codes to be approved by the
Federal Privacy Commissioner. Proposed legidation along these lines was tabled in Federa
parliament in April 2000 and subsequently reviewed by the House of Representatives Legal
and Congtitutional Affairs Committee and the Senate Legal and Constitutional Legislation
Committee. After amendments in the Senate, widening the Act’s application to pre-existing
data and strengthening the role of the Federal Privacy Commissioner, the legidation was
passed on 21 December 2000, coming into effect on 21 December 2001.”

Controversy over health information: Health information proved a particularly
controversial issue in the debate over the extension of Federal privacy legidation to the
private sector. In its June 2000 report, the House of Representatives Legal and
Constitutional Affairs Committee commented in this respect:

The inclusion of health information has proven to be the most

contentious aspect of the Bill. The Committee has received alarge

number of submissions focussed solely on the issue of the coverage

of hedth information. These submissons have generaly

concentrated on two issues: firstly, whether health information

should be covered by the Bill at al and, secondly, the more specific

issue of individuals access to their own health information.”™
For its part, the Committee was of the view that health information should be part of the
Bill, on the basis that it would provide an interim acceptable level of privacy and access
rights throughout Australiad However, it went on to note its concerns about the
intermingling of the private and public health sectors and, following on from that, the need
for the privacy principles applicable to the two sectors to be harmonised as much as possible
and the principles applicable to the public sector be applied in the private sector'.”” Of
particular concern to the Committee in this context were the exemptions applying to access
to health records in the private sector.

Intended constitutional scope: Section 3 of the Federa Privacy Act makesit clear that its
public sector provisions were intended to operate alongside concurrent State and Territory
laws. On the other hand, in defining its objects, the Privacy Amendment (Private Sector) Act

7 This summary is based on — T Dixon editor, Private Sector Privacy Handbook: A Guide to

Private Sector Privacy Law and Practice, CCH Australia Ltd 2000, at [3-050]. For an analysis
of the amendments see — G Greenleaf, ‘Private sector privacy Act passed (at last)’
(December 2000) 7 Privacy Law and Policy Reporter 125.
" House of Representatives Legal and Constitutional Affairs Committee, Advisory Report on
the Privacy Amendment (Private Sector) Bill 2000, June 2000, p 63.

2 House of Representatives Legal and Constitutional Affairs Committee, n 71, p 72.
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2000 expresdy statesits intention to establish a single comprehensive national scheme. Does
this create something of a constitutional conundrum as far as State health information laws
are concerned?

One line of argument adopted by the Federal Privacy Commissioner suggests that it does.
Indeed, he has said that the operation of State and Territory privacy lawsis restricted to the
regulation of State and Territory public sectors and the regulation of private sector
organisations that are exempt from the Privacy Act. If o, this leaveslittle, if any, scope for
the State regulation of the private health sector. Speaking in February 2002, the Federal
Privacy Commissioner said that, while the Victorian and ACT health records legidation
were broadly consistent’with the Federa Privacy Act, Some specific inconsistencies aso
existed: For example, in Victoriathe privacy protections offered are sometimes stronger and
sometimes weaker than the Privacy Act. As a result, health service providers may be
regulated by two similar, but not entirely consistent, privacy protection frameworks. After
commenting on the potentia cost implications arising from this overlapping scheme of health
privacy laws, the Federal Privacy Commissioner went to note that his Office has an
obligation to consider investigation of all complaints which come under the Privacy Act,
including those relating to health information in the Victorian, Australian Capital Territory
and New South Wales private sectors.”® The implication seems to be that State-based
private sector privacy regimes, for health information or otherwise, are fraught with

difficulty. Accordirg to the Federa Privacy Commissioner, The need for clarification in this
ea |s paramount. 74

Technically, the legal issue at stake here is what constitutes inconsistency of laws for the
purposes of section 109 of the Australian Constitution. Three tests have been applied in this
context, as follows:

Direct inconsistency - if it islogically impossible to obey both laws (one law requires
that you must do X, the other that you must not do X);

Direct inconsistency - if one law purports to confer alegal right, privilege or entitlement
which the other law purports to take away or diminish (one law says that you can do X,
the other that you cannot do X);

Covering thefidld - if the Commonwedlth law evinces a legidative intention to tover the
field, in which case there need not be any direct contradiction between the federal and
State enactments. What is imputed to the Commonwesalth parliament is a legidative
intention that its law shall be all the law thereis on that topic.”

Clearly, either of the tirect inconsistency’tests may apply in certain circumstances where,
asinthefield of privacy law, the Commonwealth and the States exercise concurrent powers.
As to the tovering the field'test, this might also seem to apply in circumstances where the

& M Crompton, Federal Privacy Commissioner, n 22, p 3.

74 M Crompton, Federal Privacy Commissioner, n 22, p 3.

» This formulation is based on — T Blackshield and G Williams, Australian Constitutional Law

and Theory: Commentary and Materials, 3" edition, The Federation Press 2002, p 371.
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Commonwealth has stated an intention to establish a single comprehensive nationa scheme’
for the protection of personal information by the private sector. However, as it was
explained by the Federal Attorney-General in the relevant Second Reading speech, State and
Territory laws will continue to operate to the extent that they are not directly inconsistent
with the terms of the bill."® Presumably, in the context of a Bill dealing specificaly with the
private sector, this statement refers to State privacy legidation regulating that sector, in
addition to its own public sector agencies.

Note, too, that NPP 2.1(g) makes an exception for health information where the use or
disclosureis required or authorised by or under law’ Asthe Federa Privacy Commissioners
Guidelines have acknowledged in this context, Law’includes Commonwealth, State and
Territory legislation, as well as the common law.”” The implication to be drawn from this
is that the NPPs are not intended to codify the way hedth information (or persona
information generally) can be used. From this, the argument has been put that State
legidation would remain vaid in so far as it extended the categories of disclosure permitted
by the NPPs.”® Specially in relation to the operation of the Victorian Health Records Act
2001 it has been said:

It is envisaged that the Commonwealths new privacy and access
provisions will operate alongside any State-based regime, and
where there is inconsistency, the Commonwealth provisions will

apply.”

Coverage: Just asthe public sector provisions of the Commonwealth Privacy Act establish
a scheme for the regulation of agencies, the new private sector provisions set up aregime
for the regulation of brganisations. The term is defined broadly to include an individual,
body corporate, partnership, an unincorporated association or atrust; but to exclude:

asmall business operator;

aregistered political party;

an agency; a State or Territory authority;

or aprescribed instrumentality of a State or Territory.*

The regime is not intended, therefore, to cover the State public sector, including State public
hospitals and other State administered medical facilities. This field of regulation is |eft to

e Commonwealth Parliamentary Debates (House of Representatives), 12 April 2000, p 15751.

77 Office of the Federal Privacy Commissioner, Guidelines on Privacy in the Private Health
Sector, 8 November 2001, p 20.

78 R Magnusson, ‘Data Linkage, Health Research and Privacy: Regulating Data Flows in
Australia’s Health Information System’ (2002) 24 The Sydney Law Review 5 at 35.

o F McKenzie and J Smith, ‘Health records in Victoria: new legislation’ (April 2002) 76 Law
Institute Journal 50 at 53.

80 Privacy Act 1988 (Cth), section 6C.
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State legidation.®* In an anomalous position are NSW State owned corporations. As noted,
these are not covered under the Privacy and Personal Information Act 1998 (NSW) and
would only be covered under the Federal scheme if expresdy prescribed by regulation at the
request of the State.

The Commonweslth privacy scheme does, however, cover the private health sector. Even
Small business private sector health providers are covered. Thisis because the smal business
operator’ exclusion does not apply to health service providers. The exclusion applies
generally to businesses with an annual turnover of $3,000,000 or less. However, various
exceptions to the rule are made, including where a small business operator provides a health
service to another individual and holds any health information except in an employee
record:® In other words, health data held by a private nursing home with an annual turnover
of less than $3,000,000, to take one example, would be covered under the Commonwealth
privacy scheme, except in respect to any hedlth information it held on an employee record.®
These records and any health information stored on them would lie outside the scope of the
Commonweslth Privacy Act.

A co-regulatory scheme: As noted, the scheme now in place at the Commonweslth level
isalight touch’co-regulatory model which allows organisations covered by the legidation
to choose to be bound by a privacy code of practice approved by the Federal Privacy
Commissioner or, where such a code is not in place, by the National Privacy Principles
(NPPs). The NPPs are broad legidative principles, rather than highly specific legal rules and,
as such, they are intended to operate as a default framework in the absence of industry
codes. Also, they are be drafted in away that is electronically neutral, with the result that

81 Private sector health service providers working under contract for a State government are

not subject to the Federal Privacy Act: ALRC, n 16, p 130.
82 On this jurisdictional issue generally the relevant Second Reading speech commented: ‘The
bill is not intended to cover State and Territory public sector agencies, as this is a matter for
the States and Territories themselves. The bill recognises that State and Territory
government business enterprises, or GBEs, take many forms and the dividing line between
the public and private sectors is not always clear. In order to ensure certainty, the bill
provides that GBEs that are incorporated under the Corporations Law will automatically be
covered by the bill unless they are prescribed otherwise by regulation. Those GBEs not
incorporated under the Corporations Law, such as statutory corporations, will not be covered
by the bill. To meet the varying requirements of State and Territory governments, however,
the bill also provides a flexible opt-in opt-out mechanism for prescribing State or Territory
instrumentalities. This will be achieved by regulation and will be done only at the request of
the State or Territory government’ — Commonwealth Parliamentary Debates (House of
Representatives), 12 April 2000, p 15751, Privacy Act 1988 (Cth), section 6C.

8 Privacy Act 1988 (Cth), section 6D (4)(b). ‘Health service’ is defined under section 6 (1).
84 ‘Employee record’ is defined to include ‘health information about the employee’ — Privacy
Act 1988 (Cth), section 6 (1). A general exemption for employee records is made under
section 7B (3) read with 7 (1)(ee). This exemption resulted from the Commonwealth
Government’s belief that employee records are more appropriately dealt with under
workplace relations legislation : Senate Legal and Constitutional Legislation Committee,
Inquiry into the provisions of the Privacy Amendment (Private Sector) Bill 2000, October
2000, p 14.
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they apply equally to conventional, electronic and digital environments.

The National Privacy Principles (NPPs): Ten NPPs are set out in Schedule 3 to the
Privacy Act. They have been summarised in this way:

Collection of personal information (NPP1): Collection must be necessary for an
organisations activities, information must be collected lawfully and fairly, and as a
general principle must be collected with the individual’s consent.®

Use and disclosure of personal information (NPP2): Asagenerd principle, information
can only be used or disclosed for its origina purpose unless the person has consented
to its use or disclosure for another purpose. Exemptions apply to initial contact for
direct marketing (if consent was not practicable originally) and other situations such as
when there are issues of law enforcement, public safety or protecting the company from
fraud.

Accuracy of personal information (NPP3): Organisations must take reasonable steps
to ensure that they keep personal information accurate, complete and up-to-date.

Security of personal information (NPP4): Organisations must take reasonabl e steps to
protect the persona information which they hold from misuse, loss unauthorised access,
modification or disclosure.

Openness in relation to the organisations practices (NPP5): Organisations which
collect personal information must be able to document their practices and must make
thisinformation available on request.

Access and correction rights (NPP6): As agenera principle, organisations must give
individuals access to their personal information and must alow them to correct it or
explain something with which they disagree, unless disclosing this would have an
unreasonable impact on someone elses privacy. This principle is subject to exemptions
such asif this disclosure would compromise a fraud investigation.

Use of government identifiers (NPP7): Organisations cannot use government agencys
identifier as their identifier. Thiswould cover items such as Medicare numbers, a Tax
File Number (which in any case is covered by other legidation) or any future identity
numbers assigned by a Commonwealth government agency.®

Anonymity (NPP8): Organisations must give people the option of entering into
transactions anonymously whereit is lawful and practicable. For example, this would
apply to using a smart card to travel on abus, but not to opening a bank account.

8 But note that no direct reference is made to consent in this context . Under the Privacy Act

generally consent may be either express or implied.
8 Thus, a private health insurance fund is prohibited from using a person’s Medicare number
for its own data collection purposes.
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Restrictions on transborder data flows (NPP9): Asageneral principle, organisations
can only transfer the personal information about an individua to aforeign country if they
have consent, or legal protections are in place covering the country to which the
information is transferred such as alaw or a contract which upholds privacy principles
similar to the NPPs.

Fecial provision for sensitive personal information (NPP10): A higher leve of privacy
protection applies to sensitive personal information, which includes information about
a persons hedth, political or religious beliefs or affiliation, and sexua preference. This
information must, generally, only be collected with the individuals consent.®”

Health information and the NPPs; Health information’is defined in the Act to mean:

(&) information or an opinion about:

(1) the health or a disability (at any time) of an individual, or

(i1) an individuals expressed wishes about the future provision of
health services to him or her; or

(iii) ahealth service provided, or to be provided, to an individud,;
that is also personal information; or

(b) other persona information collected to provide, or in providing,
ahedlth service; or

(c) other persona information about an individual collected in
connection with the donation, by the individual of his or her body
parts, organs or body substances.

Further, health information about an individual’is treated as a distinct type of Sensitive
information, a term which is defined under section 6 (1) of the Act.®® Note that the
information must be about an individua: It must therefore be personal in nature and related
to an identifisble individua.?* As sensitive information’ under NPP 10, information
concerning an individuas health is said to attract higher privacy standards. Basically NPP10
makes the collection of sensitive information (including health information) subject to
individual consent, although in the case of health information important exceptions apply
and these are discussed below.

The term health service'is defined broadly under the Federal Privacy Act to mean:

87 Private Sector Privacy Handbook: A Guide to private Sector Privacy Law and Practice, n 70

at [3-1000].
8 Other examples of ‘sensitive information’ include information or an opinion about an
individual’'s racial or ethnic origin, criminal record or political opinions.
89 The provision does not encompass aggregated research information about, for instance, the
comparative incidence of lung cancer amongst different socio-economic groups
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(& an activity performed in relation to an individua that isintended
or claimed (expresdy or otherwise) by the individua or the person
performing it:

(i) to assess, record, maintain or improve the individuals health; or
(i) to diagnose the individualsillness or disability; or

(iii) to treat the individual5illness or disability or suspected illness
or disability; or

(b) the dispensing on prescription of a drug or medicina
preparation by a pharmacist.

As the Federal Privacy Commissioner has said, under the Act providers of health services
fange from hospitals, pharmacists and general practitioners to gyms and weight loss clinics’™

The guidelines released by the Privacy Commissioner are not explicit on the point, but it
would seem that private health insurers are health service'providers under the Act, on the
basis that they record’health information.™

However, it needs to be emphasised that any brganisation’ under the Privacy Act, be it a
health service provider or otherwise, is subject to the provisions which apply to the way
organisations generally handle health information under the federa privacy regime. For
example, NPP2 (Use and disclosure) applies to the way all organisations handle health
information; but under NPP2.4 specia provision is made for health service providers who
may, in certain circumstances, disclose health information to a person responsible for an
individual, notably where an individual lacks the capacity to consent to the disclosure, or
cannot communicate his or her consent. Thus the privacy requirements applying to health
information are modified in some circumstances where health service providers are
concerned. As discussed below, the operation of NPP10.2 aso applies only to hedlth service
providers, in this case in respect to the collection of health information without consent.

Health information held before 21 December 2001: The Federal Privacy Commissioner
has explained that only some of the NPPs apply to information collected before 21
December 2001. These include NPP4 (on data security), NPP5 (on openness), NPP7 (on
identifiers), and NPP9 (on Transborder data flows). NPP6 (on access) also applies to
information already collected, but only where the information is still in use, and if giving
access would not pose an unreasonable administrative burden or expense on the health
service provider.*?

% Office of the Federal Privacy Commissioner, Guidelines on Privacy in the Private Health

Sector, 8 November 2001, p iii.
o Based on telephone advice from the Office of the Federal Privacy Commissioner. The view
is that section 6(1)(a)(i) is to be read disjunctively to mean ‘to assess or record or maintain
or improve the individual's health...’. Note, too, that NPP 10.3 (a)(iii) makes reference the
collection of health information for ‘the management, funding or monitoring of a health
service'.
% Office of the Federal Privacy Commissioner, Guidelines on Privacy in the Private Health
Sector, 8 November 2001, p viii.
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The application of the Privacy Act to information already held is set out at Appendix A.

Callecting health information (NPP1 and NPP10): In effect, al the privacy principles are
relevant to health information. Detailed analysis of that relevance is presented in the Federal
Privacy Commissioners Guidelines on Privacy in the Private Health Sector. One point that
document makes is that to understand how the new federal privacy regime affects the
tollection’ of health information it is necessary to read NPP1 (collection) and NPP10
(sengitive information) together. The obligations created by these principles for a health
service provider when collecting health information can be summarised as follows:*®

Under NPP10.1, personal hedlth information can only be collected with consent, except
in specified circumstances including, but not limited to, emergencies, as required by law,
or in circumstances relating to legal or equitable claims.

Under NPP10.2, a health service provider may a so collect health information without
consent, under special conditions. For example, when providing a hedlth service where:
the information is necessary to provide a health service to the individual, and the
information is collected as required by law (other than the Privacy Act itself), or in
accordance with the rules of a competent health or medical body.

NPP 10 (3) sets out further grounds for any brganisation’to collect health information
without consent where collection is necessary for: (i) research relevant to public health
or public safety; (ii) the compilation or analysis of statistics relevant to public health or
public safety; or (i) the management, funding or monitoring of a health service.® In
each of these three cases, certain conditions apply, including that the
research/statistical/or management purpose cannot be served without the collection of
information relating to an identifiable individud, it isimpracticable for the organisation
to seek the individuals consent, and reasonable steps must be taken to de-identify the
information before it is disclosed. Further the information must be collected in
accordance with either the rules of professional confidentialy relevant to the
organisation, or in accordance with guidelines approved under section 95A of the
Commonwedlth Privacy Act.*®

NPP1.3 requires al organisations (not just health service providers) to take reasonable
steps to ensure that individuals are aware of certain matters, including, but not limited
to, who is collecting the information, the fact that the individual is able to gain access
to the information and the purposes for which the information is collected.

Under NPPL.1, only information necessary for the performance of the health service
providers functions or activities can be collected.

Under NPP1.4, information is to be collected directly from the individual wherethisis

9 This is based on Office of the Federal Privacy Commissioner, Guidelines on privacy in the

private health sector, 8 November 2001, p 1.
o This category would only apply therefore to health service providers, but would include
private health insurance companies.
9 For a comprehensive account of the implications for medical research see - R Magnusson,
‘Data Linkage, Health Research and Privacy: Regulating Data Flows in Australia’s Health
The Sydney Law Review 5.
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reasonable and practicable.

Collecting family medical histories: NPPL.5 states that when private sector organisations
generally collect personal information about third parties, they are obliged to take reasonable
steps to ensure that the third party is made aware of his or her rights under NPP1.3. One
consequence of thisisto put in doubt the legality of a general practitioner, or other health
service provider, collecting information about a patients family medica history. This is
because such a process involves the collection of identifiable persona information about a
third party, the patients father for instance. Typically, the information is gathered in away
which does not satisfy the requirement to take reasonable steps to make the third party
aware of their access rights and other matters;*® nor would the process typically satisfy those
circumstances under the NPPs where the consent of family members is required before
collection occurs.”” To make the collection of family medical history subject to such
requirements would clearly impose an intolerable burden on genera practitioners and others.

To avoid this pitfal, the Federal Privacy Commissioner has issued a Temporary Public
Interest Determination to ensure that the collection of family medical history by heath
service providersis not prevented by the Privacy Act. This appliesin circumstances where:
(&) the collection of the third partys information is necessary to the health service provider;
(b) the information is collected to provide a health service directly to the individual; (c) the
information is used to diagnose, treat or care for the individual; and (d) the third party isa
member of the individuals family or household, or the third partys information is otherwise
relevant to the individual’s family medical history or social medical history.*®

Use and disclosure of health information (NPP2): The relevant obligations for
organisations, including health service providers, are as follows:

Under NPP2.1(a), to only use or disclose personal information for the primary purpose
for which it is collected, or for directly related secondary purposes if these fall within
the reasonable expectations of the individual. An example suggested by the Federa
Privacy Commissioner is where an individua agrees to see a specidist and the necessary
information sharing between the genera practitioner and the specialist occurs. Such a
multi-disciplinary approach to health care is now the norm in Australia and, in these
circumstances, consent would be not required for the general practitioner to share the
necessary information with the specialist.”®

Under NPP2.1(b), to only use or disclose hedlth information in other ways if the
individual gives consent (whether express or implied), or if one of the exceptionsto this
principle applies. The exceptions include, but are not limited to, uses or disclosures
required or authorised by law, those necessary to prevent or lessen a serious or imminent

% These requirements are found under NPP1.5 read with NPP1.3.

o7 Relevant is NPP10.1.

% Temporary Public Interest Determination No 2001-1.

9 Office of the Federal Privacy Commissioner, n 93, p 14.
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threat to someones life, health or safety, or for research provided certain conditions are
met.

As noted, NPP2.4 sets out the circumstances when a health service provider (but not other
organisations) can disclose health information to a person responsible’for an individua who
cannot give or communicate their consent.

Access and correction rights (NPP6): An organisations obligations (including health
service providers) include:

Under NPP6.1, giving an individua access to their persona information if they ask for
it, unless particular circumstances apply that permit the health service provider to deny
access or to limit the extent to which accessis given. These circumstances include where
thereisaseriousthreat to life or health, and where the request is frivolous or vexatious.
Withholding access as required by law, or for reasons connected with law enforcement
purposes.

Under NPP6.3, when access might otherwise be denied, considering whether providing
access through an intermediary is possible.

Under NPP6.4, where reasonable, correcting personal information at the request of the
individual.

As to the frivolous or vexatious ground for refusing access, the Federa Privacy
Commissioner has commented that Usually, a request for access would not be frivolous or
vexatious just becauseit is an irritation. Health service providers are encouraged to take a

careful approach to this provision:*®

As noted, in its June 2000 report the House of Representatives Legal and Constitutional
Affairs Committee expressed particular concern about these access provisions. It
recommended that the access standards for health records as between the public and private
sectors be harmonised on the basis of the ACT Health Records (Privacy and Access) Act
1997. This recommendation was not accepted by the Government.™

The Committees views were founded on alengthy analysis of the arguments for and against
the access provisions under the Bill, ranging from the AMAS view that too much access
was being granted, on one side, to the Public Interest Advocacy Centres argument that the
only exemptions that should apply are those that would interfere with the privacy of other
people or where there is arisk of imminent harm, on the other.’® As to the question of
inconsistency with the public sector, the main contention was that the right of access under
NPP6 falls short of that available in the public sector under Freedom of Information
legidation. In particular, NPP6 was said to be subject to too many exemptions-1 in total
- whereas under FOI legidation the right of access for the public sector is only qualified in

100 Office of the Federal Privacy Commissioner, n 93, p 35.

101 House of Representatives Legal and Constitutional Affairs Committee, n 71, Chapter 7.

102 House of Representatives Legal and Constitutional Affairs Committee, n 71, p 79.
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relation to: medical or psychiatric records concerning the applicant; and where, in the
agencys opinion, disclosure may have an adverse effect on the applicants physical or mental
health. But even then the agency is directed to give access to a registered medical
practitioner nominated by the applicant.

Enforcement: The appropriate enforcement procedure depends on whether an approved
Codeisin place. If not, complaints are handled by the Federal Privacy Commissioner. If a
Code isin place, complaints may be made to the health service provider concerned and, if
not resolved, may be taken to the Privacy Commissioner or an independent adjudicator.
Breaches of the NPPs can result in an order from the Commissioner to restrain an action,
undertake an action, or to give monetary compensation. A decision to give an individual a
remedy can be appealed in the Federa Magistrates Court, and can be enforced through the
Court if not complied with by the relevant health service provider.

Note that in some industries complaints can be handled by Code authorities, such as the
Banking Industry Ombudsman. However, this arrangement is unlikely to apply in the highly
diverse field of health service provision.

43 Comments'®

The Federa Privacy Act and its extension to the private sector has been the subject of
widespread comment. One line of comment concerns the failure to comply with the
European Directive on Data Protection. In submissions to the House of Representatives
Standing Committee on lega and Constitutional Affairs the European Commission
expressed the view that further safeguards will need to be introduced if the Australian
privacy regime isto be regarded as adequate A significant inadequacy, in the Commissions
opinion, is the application of NPP6 (access and correction rights) to only Australian citizens
and permanent residents. As Brett McGuire and Anthony OHea explain, The European
Commissions concern with this provision arises primarily due to the continuing growth of
e-commerce which has made possible interference with the privacy rights of European
citizens by Australian companies, ™

Criticism has also been directed against the range of exemptions available under the privacy
regime. In general terms, this refers to the broad exemptions available to small business, as
well as to the employee records exemption. The establishment of such privacy-free zones
prompted Professor Greenleaf to say that the politica process has failed to deliver

103 ALRC, n 16, p 153. Summarised are the range of criticisms made against the Federal privacy

regime. For example it is said that ‘since organisations are free to develop their own codes,
this may further contribute to a lack of consistency in how health information is treated —
although the statutory scheme for approving codes may help prevent significant
inconsistencies from arising’. It is also noted that ‘it is unclear which health industry body will
be responsible for the private sector health guidelines and whether doctors, hospitals and
health funds will be subject to separate codes.

104 B McGuire and A O’Hea, ‘Privacy in Australia — What Went Wrong?’ (2001) 12 Public Law

Review 246 at 247.
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Australian citizens, consumers and businesses privacy legisiation of world standard:*®

As noted, the small business exemption does not apply to health service providers. The
employee records exemption does apply and therefore health information collected in this
context is not subject to the NPPs. More generally, the exemptions expressy relating to
health information have attracted considerable debate, particularly those relevant to the
principle of access and correction: The House of Representatives Legal and Constitutional
Affairs Committee review was concerned that the range of exceptions may too broad’and
that, as a result, different privacy standards would apply in the public and private health
sectors. The Committee commented: As was pointed out by a number of witnesses, many
patients will interact with both the public and private health sectorsin the course of asingle
health event. It would seem unnecessarily complicated to grant different rights of accessin
relation to information held in the public and private sectors. Its view was that these
standards should be harmonised aong the lines achieved in the ACT. It is precisely that
harmonisation which is the subject of Victorias Health Records Act 2001 and, in NSW, of
the Draft Health Records Bill.

For his part, the Federal Privacy Commissioner has acknowledged that complexities arise
when health services are delivered through a mix of private and public sector providers
across both private and public sector sites. The Commissioner gives the example of where
public and private hospitals are co-located, stating:

Where a private hedlth service provider works within a public
hospital, it is generally the case that the medical record remains
subject to management by the public sector hospital, and therefore
comes under relevant Sate/Territory legidation —regardless of
clinica entries in those records by public or private sector
providers.

However, if a private health service provider treats an individua in
apublic hospital, but retains records (including copies) in a private
clinic or other place away from the public hospital, these records
would be subject to the [Federal] Privacy Act.'®

For some, such complexities add weight to the argument that health information is a specia
area in which private and public sector activities overlap to a point where, to avoid
confusion, they need be governed by a single piece of legidation. The potentia for confusion
created by the concurrent operation of State and Commonwealth regimes must also be
acknowledged. A further area of debate isthe constitutional validity of State-based private
sector privacy laws, with the Federal Privacy Commissioner seemingly adopting the view
that the Commonwealth has intended to tover the field'in this area. The fact that Victoria
has already enacted private sector health records legidation and that NSW intends to follow
that lead in the immediate future suggests that there are alternative interpretations of this

105 G Greenleaf, n 70, p 126.

106 Office of the Federal Privacy Commissioner, n 90, pp iv-v.
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constitutional question.

5. HEALTH RECORDSAND INFORMATION PRIVACY BILL 2001
(EXPOSURE DRAFT)

51 TheMinisterial Advisory Committee

In its December 2000 report, Panacea or Placebo? Linked Electronic Health Records and
Improvements in Health Outcomes, the NSW Ministerial Advisory Committee on Privacy
and Health Information recommended That the system of linked electronic health records
be governed by a separate and specific piece of State legidation entitled the Health Records
and Information Privacy Act. It further recommended that the proposed Act:

(a) apply to al health records, in whatever form kept, in both the public and the private
sectors of health care and health care delivery in New South Wales,

(b) specify the purposes for which health records may be linked and transferred so that no
linkage or transfer may take place without specific legidative authority;

(c) incorporate the Information Protection Principles as set out in Part 2 of the Privacy and
Personal information Protection Act 1998 modified as and if required to meet the
specific needs of the health sector;

(d) establish protocols and provide mechanisms whereby linked e ectronic health records (or
parts thereof) can be transferred between authorised parties;

(e) providefor theright of inspection, access, copy, annotation and correction of any health
record by any person who is the subject of such a record, except where exceptional
circumstances (to be defined clearly in the legidation and which relate to the protection
of the welfare of such a person) apply;

(f) vestinthe Privacy Commissioner of New South Wales the powers to:

investigate and determine complaints made under the Act

initiate investigations and conduct enquiries and audits relevant to the conduct and
administration of the Act

make reports and recommendations to the Minister and Parliament regarding the
administration and operation of the Act.

(g) establish mechanisms for alowing complaints related to alleged breaches of privacy and
other improper conduct to be made and determined

(h) impose significant penalties of both a civil and criminal nature for breaches of the Act;

(i) incorporate (either directly or by cross-reference) all existing privacy and confidentiaity
requirements present in various existing health-related statutes of New South Wales

() give specific recognition to particular problems related to the capacity of children to
withhold information from their parent or guardian in particular circumstances.'”’

5.2 Draft Health Records Bill 2001

Responding to this recommendation an exposure draft of a Health Records Privacy Bill was
released by the NSW Hedth Minister in December 2001. According to an explanatory guide

Ministerial Advisory Committee on Privacy and Health Information, n 32, p 25.
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on the Draft Health Records Bill, *® one of its founding principlesis to build on what has
already been achieved at the State and federal level, rather than duplicate it: The Draft Bill,
it was said, has been designed to maintain consistency with the Commonwealth National
Privacy Principles, so that action undertaken in order to ensure an agency, organisation or
individual is ready to comply with the Commonweslth Principles will ensure compliance
with the principles established under this Bill. The explanatory guide continued:

The aim of the Health Records and Information Privacy Bill isto
provide a single state-based scheme for the management of health
privacy obligations, imposing the same set of Privacy Principles on
information holders in both the public and private sector. The Bill
will also provide a readily accessible complaints process and
recognise the special issues which arise in the handling of health
information. Similar legidative approaches have aready been
adopted in both the ACT and Victoria.'®

In terms of the rationale behind the Bill, it was said that the Ministeria Advisory Committee
tonsidered that a strong regulatory regime protecting health information and applying
irrespective of the format in which the information is kept, was essential to address
community concerns about the privacy risks associated with eectronic records, ™'

5.3  TheDraft Bill in summary

In what is afamiliar arrangement for privacy legidation, the 15 Health Privacy Principles
(HPPs) are set out in a Schedule to the Bill. Briefly, the HPPs cover:

collection (HPP 1-4)

retention and security (HPP 5)
access and alteration (HPP 6-8)
accuracy (HPP 9)

use and disclosure (HPP 10-11)
identifiers (HPP 12)

anonymity (HPP 13)

transborder data flows (HPP 14)
linkage of health records (HPP 15).

Of these, HPP 15 is the most obvious departure from the familiar list of privacy principles,
designed as it is to meet particular concerns in the health field. In effect, HPP 15 prevents
the creation of linked electronic health records without the express consent of the individual
to whom the information relates. Certain exceptions apply, including where an organisation
creates a health records linkage system to which only related bodies corporate of the

108 In this section of the paper the Health Records and Information Privacy Bill 2001 is referred

to as either the Draft Health Records Bill or the Draft Bill.

109 Guide to the Health Records and Information Privacy Exposure Draft Bill, p 2.

110 Guide to the Health Records and Information Privacy Exposure Draft Bill, p 1.
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organisation have access and which is for the benefit of [sic] individual’*** In certain other
respects the proposed arrangements for the public and private sectors vary, but the common
thread is that the HPPs apply across the board.

The Draft Bill isin 10 Parts setting out the operation of the proposed HPPs. In summary,
Part 1 is introductory in that it sets out the Bill5s purposes and objects, and deals with
definitional issues. Part 2 then defines how the proposed Act isto be applied, in terms of its
coverage of private and public sector organisations, and the retrospective or prospective
application of various HPPs. Part 3 makes specia provision for the application of the HPPs
to public sector agencies, and provides that complaints against public sector agencies will
be dealt under the Privacy and Personal Information Protection Act 1998 (NSW). Part 4
deals specifically with the private sector, in particular setting out the arrangements for the
retention of health information and accessto it in more detail than is found under the HPPs.
Part 5 deals with the making of health privacy codes; Part 6 with the making of complaints,
but only against private sector persons. The functions and powers of the NSW Privacy
Commissioner are found under Part 7, while Part 8 is headed Miscellaneous and includes
various proposed offence provisions.

Note that the following discussion is based on the Exposure Draft version of the Draft
Health Records Bill, as released for public comment in December 2001.

54  Coverage

The Draft Health Records Bill applies to every organisation that is a health service provider
or that collects, holds or uses hedlth information:™* The word brganisation’in this context
means a public sector agency or a private sector person. In other words, the Draft Bill
covers any organisation, private or public sector, dealing in health information, be it a health
service provider or not.

Reflecting section 6C of the Federal Privacy Act, the term private sector person’is defined
in the Draft Bill to include any of the following that is not a public sector agency: a naturd
person; a body corporate; a partnership; atrust or any other unincorporated association or
body. Also consistent with the Federal Act, Small business operators are excluded from this
definition, but not if they are health service providers. This means that al health information
held by private sector health service providers is covered under the proposed NSW
legidation; on the other hand, health information held by a small business operator who is
not health service provider is excluded.

A further point of contrast to make with the Federa Act isthat the NSW Draft Bill is silent
on the question of employees records. As noted, these are exempted entirely from the
Federal privacy scheme. At this stage, it seems that the NSW proposal would cover health
information in employee records held by private sector employers, but not if the employer
qualified for exemption as a small business operator (that is, as a non-health service

111

Draft Health Records Bill 2001, Schedule 1, HPP 15 (3) (c).

12 Draft Health Records Bill 2001, clause 11 (1).
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provider).'®

To illustrate by way of some examples.

First, consistent with the Federa regime, a general medica practice, with an annual
turnover of less than $3,000,000, would be subject to the proposed State based HPPs. So,
too, at this stage (and this is where the NSW scheme deviates from the position federaly)
would any health information records collected in the general practices capacity as an
employer.

The same would apply to a private nursing home with an annual turnover of less (or more)
than $3,000,000.

Secondly, in contrast to the position under the Federal Privacy Act, a private health
insurance company would not qualify as ahedlth service provider’under the NSW Draft Bill.
Thisis because a very different approach is taken to defining health service’'under the Draft
Bill. However, in the likely event that the private health insurance company has an annual
turnover of more than $3,000,000 (and would not therefore qualify for the small business
operator’exemption), it would be covered under the proposed NSW scheme as a private
sector organisation that collects, holds or uses health information. As a result, the health
information held by a private health insurance company would be subject to the HPPs (as
it would be subject to the NPPs). Further, (and here the NSW scheme diverges from its
federal counterpart) any health information the company held on its employees records
would similarly be subject to the HPPs.

The same would apply for a private hospital in NSW. Under the Draft Health Records Bill
itisclearly a hedlth service provider’and al the health information it holds, beit in relation
to its patients, or to health information records collected in its capacity as an employer,
would be subject to the HPPs.

Thirdly, health information held on the employee records of a small business operator which
is not a health service provider -aloca garage employing 2 or 3 mechanics, for example,
with an annual turnover of less than $3,000,000 -would be exempt from the NSW regime.
Thisis consistent with the position under the Federal Act.

Further comparison can be made with the Victorian Health Records Act 2001 which does
not make any exemption for Small business operators. In that situation, the HPPs apply
across the board to health information held by all private sector organisations -with annual
turnovers of more or less than $3,000,000. Moreover, the HPPs apply across the board to
health information held by employersin the form of employee records.

5,5  Health service and health service providers
Both terms are defined in the Draft Bill. Health service provider’is defined as any public

sector agency or private sector person that provides a health service, unless exempted by
regulation.

13 It may be that, owing to concerns about consistency with the Federal regime, this is one area

where the NSW proposals may be revised before a Bill is introduced into Parliament.
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Health serviceis defined in a different way to any of the other Australian legidative models.
The relevant Federa, Victorian and ACT legidation all take a broad functional approach to
defining health servicel in terms of activities that, for instance, assess or maintain an
individuals health, or diagnose or treat an individuas illness. Federally, it is left to the
guidelines published by the Privacy Commissioner to stipulate which services do and do not
fit this expansive criteria

The NSW Draft Bill, on the other hand, is more certain and task specific in that it lists
particular medical services, whether provided as public or private services. These include:
medical, hospital and nursing services, dental services, mental heath services, hedth
education services, services provided by podiatrists, chiropractors and others; services
provided by dietitians, masseurs and others; and services provided in other aternative heath
carefields.

From this approach it is at least clear that private health insurance companies are not health
service providers. As discussed in an earlier section of this paper, it seems they would be
health service providers under the Federal Privacy Act. The position in Victoria, on the
other hand, would appear to be that private health insurers are excluded from its definition
of health service’' which, unlike its Federal counterpart, does not make reference to the
fecording’ of hedlth information. All of which begs the question as to whether the
NSW/Victoria or the Federal approach it to be preferred.

5.6 Health information

The Draft Bill first defines personal information’in away that is consistent with the NSW
Privacy and Personal Information Protection Act 1998. It then defines health information’
as a sub-set of persona information; that is information or an opinion’ about a persons
physical or mental health and information collected about organ donation and genetic
information. It also includes information about a health service'provided (or to be provided)
to a person.

One variation from the Federal and Victorian models can be noted. Thus, the Federal Act
refers to information about the health or a disability’ of an individual. The Victorian Act
goes a step further and refers to the physical, mental or psychological health...or a
disability’of an individual. Whereas the preferred formulation in the Draft Bill isthe physical
or mental health’of an individua. Thus, the NSW draft makes no mention of disability. Is
the omission significant? Arguably not, for any information about a relevant disability would
admost certainly fall under the rubric of physical or menta health:*** That conclusion is
supported by the definition of tisability’under the Anti-Discrimination Act 1977 (NSW).

57 Consent

Unlike the Federal Privacy Act, aswell asthe Victorian and ACT health records statutes,

1 Note that section 31 (4) of the FOI Act also uses the phrase ‘physical or mental health’.
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the Draft Bill does not define the word tonsent’ In all these statutes it is made clear that

express or implied consent. The same would be the case under the Dréft Bill,
some provisions of which makes direct reference to express consent’ where this is
appropriate. The question is whether, for the sake of clarity, consent should be defined to
include implied or express consent?

5.8  Children and capacity

Consistent with the other legidative privacy regimes currently in operation in NSW and
other the Australian jurisdictions, children are not precluded from taking advantage of the
rights established under the Draft Bill. They may do an act authorised, permitted or required
by the Draft Bill, but only if they are capable of understanding the nature and effect of the
act, or of communicating their intention with respect to the act. Stated negatively, asit is
in the Draft Bill, if a child (even with assistance) is incapable of such understanding or
communication, by reason of age, injury, illness, physical or mental impairment, then they
cannot act on their own behalf, only by means of an authorised representative. The fact that
a child, a word defined to mean an individual under 18, may have the required capacity
becomes clear when it issaid in clause 7 (3) that, when a child is capable of doing that act;
an authorised representative may only act on a childs behaf on the childs express
authorisation.

What this appears to mean is that the factor of age' will prevent a child from making a
complaint or accessing its medical records unless, that is, it can be shown that the child has
the requisite understanding and powers to communicate its intentions. The issue of the
minors capacity will be, if Lord Scarmans commentsin case are areliable guide,
afuestion of fact’and will hot be determined by reference to any judicialy fixed age limit.**
Gillick's case is a good illustration of the how sensitive an issue this can be. That case
involved the right of parents to consent to the medical trestment of a child, in particular the
giving of contraceptive advice to agirl under 16 years of age. Among other things, it was
decided that a girl under 16 has the legal capacity to consent to medical examination and
treatment, including contraceptive treatment, if she has sufficient maturity and intelligence
to understand the nature and implications of the proposed treatment. By extension, a 15 year
old girl might also want to prevent her parents from gaining access to her medical records,
or to ingtigate a complaint against a genera practitioner who, without her consent, discloses
her health information to her parents. Such acts are not precluded under the formulation
adopted by the Draft Bill.**°

The formulation in the Draft Bill is based on section 85 (3) of the Victorian statute, although
there the provision is limited to giving consent, making the request or exercising the right

s Gillick v West Norfolk and Wisbech Area Health Authority [1986] 1 AC 112 at 188.
116 Note that section 49 of the Minors Property and Contracts Act 1970 (NSW) deals with the
power of under-16s to consent to medical treatment. It protects doctors and dentists from
civil claims for assault provided: if the patient is under 16 a consent has been given by his/her
parent or guardian; if the patient is aged 14 he or she has given prior consent. Implicit in
these arrangements is the understanding that, at the age of 16, a young person has the
same right to consent to medical treatment as an adult.
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of access. The making of complaintsis covered separately under section 47 whereit is stated
unequivocally that a complaint may be made by a child, or on its behalf."*" This positive
formulation has the virtue of clarity and may be thought a preferable approach from a
childrens rights standpoint. However, it may be thought overly smplistic. The childs right
is stated without qualification as to age or capacity. Questions asto the internal consistency
of the Victorian scheme might also be posed, where a child might be found not to have the
capacity to make arequest for access, but to enjoy an unqualified power to complain when
the request is refused.

Another model, at least as regards a childs right of access to medical records, isfound in the
ACTS hedlth records legidation. Thisis stated in positive (if not exactly plain) language, so
that a person under 18 has aright to information if they are of sufficient age and mental and
emotional maturity to understand the nature of the health service provided and to give
consent.'*®

In any event, complex and sensitive issues are at stake here. Under the Draft Bill the
guestion of fact as to capacity must, presumably, be answered in the first instance by
whoever is charged with the duty of giving access to the childs medical records. The
decision may fal initialy, therefore, to agenera practitioner, but afterwards to the Privacy
Commissioner if acomplaint islodged by the child. Acting as the complaints gatekeeper, the
Commissioner would be the ultimate arbiter as far as thisissue is concerned.

5.9  Retrospective operation of the HPPs

With certain exceptions the HPPs would apply to al health information collected by an
organisation before or after the commencement of Schedule 1. The exceptions are as
follows:

HPP 1-4 (collection)
HPP 13 (anonymity)

In both cases only information collected after the HPPs are in force would be covered. This
is consistent with the position federally in relation to the equivalent NPP 1 (collection) and
NPP 8 (anonymity).

The situation in respect to HPP 7 (access) and HPP 8 (amendment) is more complex. In
certain specified areas the HPPs are to apply to information collected before the
commencement of Schedule 1. These specified areas are defined broadly to include such
matters as. an individuas medical history; the results of medical investigations about an
individual; and a diagnosis of an individuas illness. This can be contrasted with the more

w To this the provision adds: ‘A child who is capable of understanding the general nature and

effect of choosing a person to make a complaint on his or her behalf may do so if he or she
is otherwise incapable of exercising powers’.

118 Health Records (Privacy and Access) Act 1997 (ACT), section 10 (6) read with the definition
of ‘young person’.
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restrictive position federally where, under NPP6, access and correction rights only apply to
information held before 21 December 2001where: (@) it has been used or disclosed since the
commencement of the Federa regime; and (b) providing access would not pose an
unreasonable administrative burden or expense on the health service provider.

Do questions of constitutional inconsistency arise potentialy in this context? Does the
Federal law give a private health service provider the power to refuse access to medical
records in circumstances where the Draft Bill would require access to be provided? Even
if congtitutional inconsistency is not an issue, complexity may be, for the two regimes would
appear to require health administrators to comply with different standards.

As to the obligations of health administrators in a practical sense, the operation of the
retrospectivity rule under the Draft Bill is modified by proposed section 30 (4) which
provides that, where access is sought for health information collected prior to
commencement, a private sector organisation can satisfy the requirement for access by
providing a summary of the information in question.

5.10 Reationship with the Privacy and Personal Information Protection Act 1998

Basically the relationship is twofold. First, the Draft Bill excludes health information from
the definition of persona information’ under the Privacy and Personal Information
Protection Act 1998 [the NSW Privacy Act]. In thisway, the protection of health privacy
is made the exclusive concern of the Draft Health Records Bill. Secondly, the complaints
mechanism established under Part 5 of the NSW Privacy Act remainsin operation for public
sector health service providers.

5.11 Public sector agencies

This application of the existing privacy complaints regime to public sector agencies is
established under Part 3 of the Draft Bill which is headed, Specia provisions for public
sector agencies. In effect, breaches of the HPPs or any relevant code of practice by apublic
sector agency are to be dedt with in the same way as any breach of an IPP under the NSW
Privacy Act. The full requirements for internal review apply therefore, as do the avenues of
apped to the Administrative Decisions Tribunal.

It is also the case that the FOI Act would not affected by the Draft Bill. Indeed, any rights
of access and correction under the FOI regime are to apply as if they were part of the
proposed Health Records and Information Privacy Act. These arrangements mirror the
relationship between the FOI Act and the NSW Privacy Act.

A genera point to make is that there is considerable overlap between the State privacy and
FOI legidation, particularly where access and correction rights are concerned. It is also the
case that conflict can arise between the two schemes, notably where an FOI request includes
a document that contains the personal information of someone other than the applicant (a
third party). This potential for conflict is modified by the inclusion in the FOI legidation of
an exemption for Documents affecting persona affairs which provides: A document is an
exempt document if it contains matter the disclosure of which would involve the
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unreasonable disclosure of information concerning the personal affairs of any person
(whether living or deceased):™ However, the term personal affairsis not defined, which
raises the question whether it isto be interpreted in away that is consistent with the phrase
personal information’under the State privacy legidation. Also, the prohibition is only against
unreasonable disclosure, which leaves unresolved the question of when information
concerning persona affairs would be released to athird party.

5.12 Private sector organisations — special provisions

Aswell as conforming to the HPPs, additiona requirements are proposed for private sector
persons (organisations) under Part 4 of the Draft Bill. These are set out as follows: retention
of hedlth information (Division 2); access to hedlth information (Division 3); and amendment
of hedlth information (Division 4).

Retention of health information: These requirements are in addition to HPP5 which
provides, among other things, that health information should not be kept for longer than is
necessary, is protected by reasonable security safeguards and is to be disposed of in a secure

way.

As to the additional requirements, some apply to all private organisations, others only to
health service providers. As noted, private health insurance companies are not health service
providers under the Draft Bill. A provision applying only to hedth service providers is
proposed section 24 which deals with the fretention of health information’ The proposal
mirrors clause 41 of the Private Hospitals Regulation 1996 in requiring health information
to be retained for 7 years (in the case of adults) and 25 years (in the case of children).
Conversely, proposed section 27 applies only to non-health service providers who are
required to destroy or de-identify health information when it is no longer needed for the
purpose for which it was collected.

Also, specia provision is made for medical practitioners who comply with regulations under
the Medical Practice Act 1992.

Access to health information: These requirements are in addition to HPP7 which

establishes aright of access to health information. The added requirements set out in detail:

how arequest isto be made (in writing, for example);**° how and when aresponseisto be
121

made (a request for access must be responded to within 45 days);™ the form in which
access is to take (by giving the individual a copy of the health information); ™ the power of

119 Freedom of Information Act 1989 (NSW), Schedule 1, clause 6(1). For an analysis of the

guestions of consistency which arise see — G Griffith, n 56, pp 26-27; A Rath, Freedom of
Information and Open Government, NSW Parliamentary Library Research Service,
Background Paper No3/2000, pp 18-20.

120 Draft Health Records Bill, proposed section 28.

121 Draft Health Records Bill, proposed section 29.

122 Draft Health Records Bill, proposed section 30.
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an organisation to require evidence of identity;'®® and for the making of aternative

arrangements with the consent of the individual concerned.™*

Also set out are the Situations in which access need not be granted.” Consistent with other
Australian privacy regimes, various law enforcement’ and legal proceedings exemptions
would apply. So, too, would an exemption against an unreasonabl e repeated request’' where
information has already been given, or where the request has been refused and there are no
reasonable grounds for making the request again. This is a more specific and probably an
improved formulation of the frivolous or vexatious exemption under NPP6.1 of the Federal
privacy regime. Other grounds of exemption include where the information is subject to
tonfidentiality’(aterm which is separately defined under the provision), or where providing
access would reveal the organisations intentions In relation to negotiations, other than about
the provision of a health service, with the individual in such away as to expose the private
sector person unreasonably to disadvantage.

Asinthe case of NPP6.1 under the Federa regime, access can a so be refused on the ground
that it would pose a Serious threst to the life or health of the individua or any other person:
Alternative arrangements may be made for the provision of access, by reference to a
registered medical practitioner. Thisis similar to the arrangements in place under section
31 (4) of the FOI legidation for public sector agencies, in which case reference is made to
the information having an adverse effect’on the applicants physical or mental health. Note
that, at present, under the Private Hospitals Regulation 1996 access may be refused to either
a patient or to his or her representative -where access is judged to be prgjudicial to the
patients physical or mental health’- but that the refusal can be appealed to the Director
General of the NSW Department of Health."*’

Amendment of health information: These requirements are in addition to HPP8 which
provides that: (a) at the request of an individual, health information must be amended to
ensureit is accurate and up to date; and (b) if the request for amendment is refused, then the
an individual may further request that a statement of the amendment sought be attached to
the information in question.

The additiona regquirements set out the manner in which a request for amendment isto be
made (in writing and specifying the way in which the information is claimed to be
inaccurate), as well as time limit for responding to a request (45 days)**® and the grounds
for refusing arequest (basically if an organisation is satisfied that the information is accurate

123 Draft Health Records Bill, proposed section 33.

124 Draft Health Records Bill, proposed section 34.

125 Draft Health Records Bill, proposed section 31.

126 Draft Health Records Bill, proposed section 32.

127 Private Hospitals Regulation 1996, clauses 43 and 44.

128 Draft Health Records Bill, proposed section 35.



40 NSW Parliamentary Library Research Service

accurate and up to date, or if it is satisfied that ‘the application contains matter that is
incorrect or misleading in a material respect’).'’

Further requirements relate to the applicant3 notation that may be added to a record where
a request for amendment has been refused. For example, conditions are placed on the private
sector organisation when it discloses the relevant health information to any other
organisation (including public sector agencies): a statement must be given saying, first, that
the individual to whom the information relates claims it is inaccurate or out of date and,
secondly, setting out particulars of what is said in the notation.'*°

5.13 Private sector organisations - complaints

As noted, complaints in relation to public sector agencies may be dealt with under the
mechanisms provided by Part 5 of the NSW Privacy Act,”' notably the requirement to
conduct an internal review. This means that the mechanisms in Part 6 of the Draft Bill would
apply only to the private sector.

Proposed under the Draft Bill is a scheme where complaints are received,*? assessed'>* and
dealt with by the NSW Privacy Commissioner who may: seek to resolve the complaint by
conciliation; make further investigations and report on the complaint; or determine that the
complaint has been resolved."** Where the NSW Privacy Commissioner has reported on a
complaint, the outcome can be appealed to the Administrative Decisions Tribunal which has
a range of actions open to it, including ordering the respondent organisation to pay
compensatory damages of up to $40,000 (the same maximum as operates for the public
sector under the NSW Privacy Act).'”

Two comments can be made. One is that, while the internal review strategy may be
appropriate for public sector agencies with all the bureaucratic resources at their disposal,
it would not seem appropriate for the private sector where very different resource
implications may apply. Secondly, with similar considerations in mind, it may be that
different maximum levels of compensatory damages should apply to the public and private
sector, especially perhaps to health service providers who would qualify as small business
operators.

129 Draft Health Records Bill, proposed section 36.

130 Draft Health Records Bill, proposed section 37.

131 But note that an alternative mechanism, based on conciliation by the NSW Privacy
Commissioner, can also be pursued under that Act.

132 Draft Health Records Bill, proposed section 44.

133 Draft Health Records Biil, proposed sections 45 and 46.

134 Draft Health Records Bill, proposed section 47.

138 Draft Health Records Bill, proposed section 59 (1)(a); Privacy and personal Information

Protection Act 1998 (NSW), section 55 (2)(a).
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514 TheNSW Privacy Commissioner —codes, guidelinesand referrals

The Privacy Commissioner is centra to the enforcement and operation of the proposed
scheme. One example is that the Commissioner must be consulted about the making of any
code of practice before it is submitted to the Minister for approval. This arrangement is
equivaent to that operating under the NSW Privacy Act. In both casesit is the Minister, not
the Privacy Commissioner, who has the power to veto a code which modifies the application
of either aHPP or IPP (Information Privacy Principle)."*® Similarly, under the Draft Bill it
isthe Privacy Commissioner who issues any relevant guidelines, but he or she does so with
the Ministers approval .**’

Among the powers granted to the Privacy Commissioner in the Draft Bill is to refer, in
appropriate cases, complaints to other bodies, notably the Health Care Complaints
Commission and, to avoid jurisdictional controversies, the Commonwesalth Privacy
Commissioner.

A point of comparison to make with the position in Victoria is that there the newly
established Privacy Commissioners Office does not handle health information complaints.
Instead, these are to be dealt with by the Health Services Commissioner.

5.15 TheHPPsand NPPscompared

HPPs 1-4 (collection): These constitute a reformulation of NPP 1 (collection). The
difference is that under the HPPs the various facets of the collection process are separated
out, making it easier to identify how the principles are to operate in practice.

Comparison with the Federal scheme is complicated by the fact that NPP1 must be read
alongside NPP 10 (sensitive information). While NPP 1 does require an organisation to
make an individual aware of certain access rights and other matters, it does not state
expressy that personal information must be collected with the individuals consent. On the
other hand, NPP10 does state expressly that Senstive information;, including health
information, must be collected with the individual’s consent. However, various exceptions
apply, some operating only in respect to health service providers, others more generally to
organisations that collect health information for research or statistical purposes. One

136 The issue is discussed in G Griffith, n 56, pp 29-30. A Legislative Council amendment to the

Privacy and Personal Information Protection Bill 1998 granted the Privacy Commissioner the
power to ensure that a code could only exempt a public sector agency from compliance with
an IPP ‘if the Privacy Commissioner is satisfied that the public interest in allowing the
exemption outweighs the public interest in the agency complying with the principle’. The
effect of this would have been to place the privacy Commissioner, not the Attorney General,
in a position where he/she could veto a code of practice. In the parliamentary debates this
was said to be consistent with the paosition in other privacy regimes, including New Zealand,
Hong Kong and the UK. The amendment was opposed by the Government and its view
prevailed.

187 Draft Health Records Bill, proposed section 70 (4)(e).
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exception is where collection without consent is necessary for the management, funding or
monitoring of a health service! Certain conditions apply, but basically this appearsto offer
a broad area of exception from the tonsent’ requirement to hospital and other health
managers, as well as to such funding bodies as private health insurance companies.

HPPs 1-4 do not make consent a condition of collecting health information. Like NPP 1 it
sets out instead various matters an individual is to be made aware of &t or before the time’
the information is collected, or if that is not practicable, as soon as possible after that time!
The exceptions to these requirements are then set out in HPP 4.3. Included is an exception
where the organisation is lawfully authorised or required not to comply with it. Thiswould
incorporate any rights and privileges of an organisation under the Federal Privacy Act and
could therefore be said to cover any problems of direct consistency that might arise between
the State and Federa regimes, but only, it should be said, to the extent that the State regime
sets higher privacy standards than its Federa counterpart.

But note in this respect that the higher standard of tonsent’is established federally under
NPP 10.1. Is it a problem in this context that the Draft Bill does not mirror that
requirement? Does the potential for direct inconsistency’with the Federal Privacy Act, as
that term was explained earlier in this paper, arise here? Federally, an organisation could be
required to obtain consent, while at the State level it would be sufficient to make the
individual aware of the matters set out in HPP 4.3.

HPP 5 (retention and security): Thisis basically a more detailed formulation of NPP 4
(Data security) which establishes the requirement to protect personal information in broad
terms.

HPP 6 (information about health information held by organisations): Again, thisisa
more detailed formulation of the principle of bpenness established in NPP 5.

HPP 7 and 8 (access and correction): These correspond to NPP 6 (access and correction),
only in thisinstance the detail of the proposed NSW schemeis set out in Part 4 of the Draft
Bill, Additional health privacy principles for private sector: These were discussed in an
earlier section of this paper.

HPP 9 (accuracy): Thisis are-statement of NPP 3 (Data quality) which establishes an
organisations duty to take reasonabl e steps to ensure the accuracy of the data it holds.

HPPs 10 and 11 (limits on use and disclosur e of health infor mation): Federaly use and
disclosure’ are covered under NPP 2. However, for its operation in respect to health
information it must be read aongside NPP 10 (sensitive information). Under NPP2.1(a), the
ruleisthat sensitive information (including health) cannot be used or disclosed for anything
but the primary purpose for which it was collected, or for directly related secondary
purposes if these fall within the reasonable expectations of the individual. By way of an
exception to this rule, health information can be used or disclosed in other ways if the
individua gives consent (whether express or implied), or if an exception applies under NPP
2.1(d). The exceptions include, but are not limited to, uses or disclosures required or
authorised by law, those necessary to prevent or lessen a serious or imminent threat to
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someones life, health or safety, or for research provided certain conditions are met.

To alarge extent HPPs 10 and 11 cover the same ground as their Federal counterparts. One
difference between the HPPs and the NPPs is that the former are in more detail. A second
isthat the HPPs are probably easier to understand, if only because their intended application
to health information does not have to be disentangled from a scheme covering personal
information generally.

Consistent with NPP 2.1, HPPs 10 and 11 stipulate that health information is not to be used
or disclosed for a purpose (a secondary purpose) other than the purpose (the primary
purpose) for which it was collected unless, for example, theindividua has consented to such
use, or the secondary purpose is tirectly related to the primary purpose and the individual
would reasonably expect the organisation to use the information for the secondary purpose.
Take, for instance, the collection of a blood sample from a baby at birth for the purpose of
testing for a particular illness or disease. The mothers consent might be attained for its use
or disclosure for another purpose, otherwise the direct purpose’ test would have to be
satisfied.

In fact, tonsent’and direct relation’are just 2 of 12 grounds under which health information
can be Used'for a purpose other than the primary purpose for which it was collected. Asin
the Federal scheme, fesearch’is one ground of exception; law enforcement’another.

Areas where the Draft Bill deviates from the Federal scheme are as follows:

Certain conditions apply, but both HPP 10 and HPP 11 make an exception for
information used or disclosed for the secondary purpose of the Management of health
services. This relates to the funding, management, planning or evaluation of health
services. Isit on this basis that a private hospital would be permitted to disclose health
information to a funding organisation, such a private health insurance company? It begs
the question, is individual consent required for this to occur under the Federal
scheme?*®

Again, subject to certain conditions, both HPP 10 and 11 make an exception for
information used or disclosed for the secondary purpose of Training'(of an organisations
employees). This clearly contradicts the Federa scheme, with the Federal Privacy
Commissioners Guidelines stating that the use of information for training and education
will Usually require the individual’s consent:'*

Unique to HPP 11 is that health information may be disclosed to an immediate family
member of the individual for tompassionate reasons. Thisis broader than the provision
in NPP 2.4 for the disclosure of information to a person who is responsible for the

138 Office of the Federal Privacy Commissioner, n 90, p 17. It is clear the use of health

information for fundraising activities by a private hospital is prohibited under the Federal
regime.

Office of the Federal Privacy Commissioner, n 90, p 16.
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Again these deviations may amount to differences, not direct inconsistencies, for
constitutional purposes. As noted, NPP 2.1(g) makes an exception for health information
where the use or disclosure is required or authorised by or under law’ Law’in this context
would include State legidation and, from this, the argument has been put that State
legidation would remain vaid in so far as it extended the categories of disclosure permitted
by the NPPs.**® This appears to be what is at issue under HPPs 10 and 11.

HPP 12 (identifiers): Thisis consistent with NPP 7 (identifiers), the key purpose of which
is to prevent private sector organisations from adopting the identity numbers used by
government agencies. Under the Draft Bill such an adoption may occur with the consent of
the individual concerned. One might ask whether the more stringent requirement of
obtaining the express consent of the individual would be appropriate in this circumstance?
At issue here is not consistency with the Federal Act, but the genera question of the
appropriate standard to be set in these circumstances so that individuals are clear about
where consent has and has not been given.

HPP 13 (anonymity): Thisisin the same terms as NPP 8 (anonymity).

HPP 14 (transborder data flows): This mirrors NPP 9 (transborder data flows) except of
course it is concerned with data flows outside NSW.

HPP 15 (linkage of health records): As noted this is unique to the Draft Bill and clearly
picks up on one of the major policy reasons behind its formulation, namely, the development
of linked electronic health records. HPP 15 prevents the creation of linked electronic health
records without the express consent of the individual to whom the information relates.
Certain exceptions apply, including where an organisation creates a health records linkage
system to which only related bodies corporate of the organisation have access and which is
for the benefit of [sic] individual’

The above requirement for express consent’goes beyond what is required under the Federal
regime, but again any problem of constitutional inconsistency is resolved by the inclusion
of a clause stating that an organisation is not required to comply with the provision if
lawfully authorised or required not to comply: This would incorporate any rights and
privileges of an organisation under the Federa Privacy Act.

5.16 Comments

There are sure to be differing perspectives on the Draft Health Records Bill. From one
standpoint, it could be seen as yet another level of duplication and complexity in an area
which is aready busy with regulation. One area of complexity is the retrospective operation
of the access and amendment rights, in relation to which health service administrators would
be required to comply with different standards for State and Federal privacy purposes. Other
issues include the potentia costs to business and the possible confusions for consumers

140 R Magnusson, ‘Data Linkage, Health Research and Privacy: Regulating Data Flows in

Australia’s Health Information System’ (2002) 24 The Sydney Law Review 5 at 35.
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faced with overlapping laws and separate complaints mechanisms. It could be argued that
the prospect under the Draft Bill is of a multiplicity of laws, codes, guidelines and
complaints mechanisms, making consistency as hard to achieve as intelligibility.

From another perspective, it could be said that the Draft Health Records Bill, like its
Victorian counterpart, demonstrates the value of bringing public and private health sector
privacy regulation under a single piece of legidation. As noted, this was a particularly
contentious issue for the Federa private sector privacy law. The claim was made that, owing
to the unique inter-relationship between the public and private sectors in the health field, that
this is one area where such a dedicated industry-wide approach is required. That was the
view taken by the House of Representatives Legal and Constitutional Affairs Committee.
It might be argued that the difficulty involved in disentangling the operation of the
provisions relating to health information from the remainder of the Federal privacy laws only
serves to confirm that view. That is not to say that the House of Representatives Committee
recommended the passing of distinct health privacy laws at the State level. On that point,
however, it isthe case that the provision of health service islargely a State responsibility and
State involvement, legidatively and otherwise, could be said to be as desirable as it is
inevitable. At any rate, it is clear that any single, industry wide legidative scheme must
involve the States in some way.

On behalf of the Draft Bill, the contention can be made that it is a clear, yet detailed,
formulation of the issues at stake in the health privacy debate. These might be counted
notable virtues in themsalves in such a complex area of the law. If not perfect, the Draft Bill
is an example of the advantages produced by federalism in that, from a drafting standpoint,
it alows a jurisdiction to learn from, and improve on, the legidative models aready
developed nationally, or in other States or Territories. If thereislittle realistic chance of the
Draft Bill being used as atemplate for legidation in all the Australian jurisdictions, it might
at least be atemplate for the National health Privacy Code which the Health Information
Privacy Working Group is formulating at present. Instead, then of acting as a force for
complexity, the Draft Bill might be seen as an agent working for a consistency of approach
across the Australian jurisdictions.

Whatever one may think of that prospect, the issue of constitutional consistency is of
pressing interest for the Draft Bill. The matter has been raised at many points in this paper.
It has been suggested that, despite contrary indications expressed by the Federal Privacy
Commissioner, that the tovering the field'test of inconsistency may not apply in this context.
Asto questions of direct inconsistency; these are highly technical in nature and any attempt
to second guess what a court might decide in a particular case would be something of a
victory for temerity over prudence. That said, the obvious area of potential direct
inconsistency as between the Draft Bill and the Federal Privacy Act relates to employee
records. These are exempt from the Federal scheme, but would be covered under the Draft
Bill, at least to the extent that health information is collected on such records. The potential
for inconsistency may be very redl in this context and, for this reason, thisis one area where
it is understood that the Draft Bill may be amended before it is introduced into Parliament.

It isin the nature of exposure drafts that they are likely to be altered, if only for fine tuning.
When the Federal Privacy Amendment (Private Sector) Act 2000 was being debated and
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reported upon, considerabl e attention was paid to the many exceptionsit included. The same
was true of the NSW Privacy Act. Asto how broadly or narrowly exemptions should be
drawn in the field of health information, privacy advocates, on one side, and governmental
officias, on the other, are unlikely to agree. Whether amendments are made in this respect,
significant or otherwise, to the Draft Bill remains to be seen.

6. CONCLUSION

Much of the foregoing discussion has revolved around the complexities involved in
establishing concurrent State and Federal health privacy regimes. It is the case that
concurrent Federal and State regimes already operate in certain areas, apparently with
reasonable success, one area being anti-discrimination legidation, another trade practices
or fair trading laws. The question is whether this is the most appropriate model for health

privacy.

Participants in the hedlth privacy debate are sure to hold contrasting perspectives on this and
other issuesraised in this paper. Without claiming to definitively answer the many questions
at stake, an objective observer might want to place the following propositions at the centre
of that debate. One, that privacy legidation is of the utmost importance in a world where
the electronic linkage of data is certain to result in the centralisation and accessibility of
persona information. Two, that the case for adequate health information privacy legidation
is especidly strong. Three, that in respect to health information a particularly good argument
can be made on behalf of a dedicated piece of legidation providing industry wide regulation,
covering the public and private sectors. Four, that the same privacy standards should apply
to both sectors. Five, that the same standards should apply in all Australian jurisdictions.
Six, that the leading role played by the Statesin the provision of health services makes their
involvement in any hational’schema essential. Seven, that consideration should be given to
the development of a consistent approach either by means of template legidation, or through
aNational Code of Hedlth Information Practice. Eight, that the content of any health privacy
law or code must be set out in clear and accessible terms, so that administrators and patients
alike will be able to understand their rights and obligations. Nine, that consideration be given
to a consolidation of the law relating to medical research and privacy. Ten, that the
effectiveness of any schema will depend to a large extent on the operation of a properly
resourced complaints and enforcement mechanisms.
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INFORMATION SHEET 10 - 2001 Application to the Privacy Act

to Information Already Held

When the new private sector amendments to the Privacy Act 1988 (Cth) (the Privacy Act)
come into force on 21 December 2001, not all the National Privacy Principles (NPPs) will
apply to information that private sector organisations have already collected. Section 16C of
the Privacy Act sets out which NPPs will apply regardless of when the information was
collected, and which NPPs will only apply to information collected after the private sector

amendments commence.

Starting date of private sector provisions

The private sector provisions will take effect for different organisations at different times. This
table explains when the provisions are due to take effect.

Type of organisation

Start date

Organisations with an annual turnover of
more than $3 million.

Health service providers regardless of
turnover.

Organisations with an annual turnover of $3
million or less that opt in to coverage.

21 December 2001

Organisations with a turnover of $3 million or
less

« that trade in personal information

» are Commonwealth government
contractors.

(See Information Sheet 12 — 2001 Coverage
of and Exemptions from the Private Sector
Provisions for more detail.)

21 December 2002

Other small businesses with a turnover of $3
million or less.

The Privacy Act does not apply.

When each NPP applies

Only some of the NPPs apply to personal information that an organisation has already
collected at the time the private sector provisions come into effect. The table below sets out,
for those organisations covered by the Privacy Act, whether the NPP applies to information
already collected and when each NPP will apply.

NPP Topic

What information the NPP
applies to

NPP 1 Collection

Only applies to information
collected after 21 December
2001 (or for small businesses
(not health services) applies
to information collected after
21 December 2002).

NPP 2

Use and disclosure

Only applies to information
collected after 21 December
2001 (or for small businesses
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(not health services) applies
to information collected after
21 December 2002).

NPP 3

Data quality and collection

As it applies to collection it
only applies to information
collected after 21 December
2001 (or for small businesses
(not health services) applies
to information collected after
21 December 2002).

NPP 3

Data quality on use and
disclosure

As it applies to use and
disclosure it applies
regardless of when it was
collected (for small business
(not health services), delay in
application until 21
December 2002, then applies
regardless of when
collected).

NPP 4

Data security

Applies regardless of when
information was collected (for
small business (not health
services), delay in application
until 21 December 2002, then
applies regardless of when
collected).

NPP 5

Privacy policies and
openness

Applies regardless of when
information was collected (for
small business (not health
services), delay in application
until 21 December 2002, then
applies regardless of when
collected).

NPP 6

Access and correction

If information already held is
not used or disclosed it only
applies to information
collected after 21 December
2001. But if information
already held is used or
disclosed after
commencement then rights
of access and correction
apply unless:

« there is an unreasonable
administrative burden; or

« it will cause the
organisation unreasonable
expense

(or for small businesses (not
health services), applies to
information collected after 21
December 2002, with no
exception).

NPP 7

Commonwealth Government
identifiers

Applies regardless of when
information collected (for
small business (not health
services), delay in application
until 21 December 2002, then
applies regardless of when
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collected).

NPP 8 Anonymity Only applies to information
collected after 21 December
2001 (for small businesses,
only applies to transactions
entered into with an
organisation after 21
December 2002).

NPP 9 Transborder data flow Applies regardless of when
information collected

(for small business, delay in
application until

21 December 2002, then
applies regardless of

when collected).

NPP 10 Collection of sensitive Only applies to information
information collected after 21 December
2001 (or for small businesses
(not health services), applies
to information collected after
21 December 2002).

About Information Sheets

Information sheets are advisory only and are not legally binding. (The NPPs in Schedule 3 of
the Privacy Act 1988 (Cth) (the Privacy Act) do legally bind organisations.)

Information sheets are based on the Office’s understanding of how the Privacy Act works.
They provide explanations of some of the terms used in the NPPs and good practice or
compliance tips. They are intended to help organisations apply the NPPs in ordinary
circumstances. Organisations may need to seek separate legal advice on the application of
the Privacy Act to their particular situation.

Nothing in an information sheet limits the Federal Privacy Commissioner’s freedom to
investigate complaints under the Privacy Act or to apply the NPPs in the way that seems most
appropriate to the facts of the case being dealt with.

Organisations may also wish to consult the Commissioner’s guidelines and other information
sheets.

Office of the Federal Privacy Commissioner

WWW.privacy.gov.au

Privacy Hotline 1300 363 992 (local call charge)
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