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Introduction 

1. With every passing month, increasing amounts of personal data are being created, tracked and stored 

by a diverse range of entities.  Particularly during the COVID-19 pandemic, New South Wales has relied 

on the provision and storage of personal information to monitor the progress of the virus and allow the 

economy to re-open following various stages of lock down.  In addition, the sudden surge of people 

working from home in early 2020 has necessitated increased access to technology and seen a 

commensurate increase in creation of data in workplaces which are increasingly online. 

2. Unions NSW is the peak body for trade unions and union members in New South Wales with 48 

affiliated trade unions and Trades and Labour Councils, representing approximately 600,000 workers 

across the State.  Affiliated trade unions cover the spectrum of the workforce in both the public and 

private sectors.  The union movement has a proud history of engaging in the parliamentary process to 

protect and represent the interests of working people.  Unions NSW frequently makes submissions to 

inquiries involving industrial relations and other issues which may impact members.  We welcome the 

opportunity to contribute to the Inquiry into Cybersecurity (the Inquiry).   

3. The Inquiry’s Terms of Reference seek practical information relating to the status and operation of 

current cybersecurity programmes in New South Wales, inevitably better provided by organisations 

directly involved in this sector.  Unions NSW makes this submission as a means of highlighting the risks 

posed to workers in respect of their data being captured, particularly in workplaces.  We believe 

governments must exercise a cautious, consumer-focused approach moving forward with the increasing 

use of and dependence on technology.  There are secondary impacts and risks of technology, 

particularly in respect of who owns data and where it creates a risk of exploitation. 

4. We are currently experiencing a Fourth Industrial Revolution characterised by a blending of 

technologies which blurs boundaries between the physical, digital and biological elements of labour1.  

Unions NSW is eager for New South Wales to adopt practices and regulations which promote equity and 

positive outcomes for workers, employers, consumers and government.    

5. Please note this submission is intended to compliment and not supersede any submission from Unions 

NSW affiliates.  

 
1 Klaus Schwab, ‘The fourth Industrial Revolution: What It Means and How to Respond’, Foreign Affairs (online), 12 
December 2015, < https://www.foreignaffairs.com/articles/2015-12-12/fourth-industrial-revolution>. 
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Recommendations 

In respect of this inquiry, Unions NSW makes the following recommendations: 

(1) NSW Government to consider repatriating significant data stored offshore. 

(2) NSW Government to develop additional jobs in cybersecurity and ensure these are competitively 

paid to attract the best candidates and boost the State’s capacity in this sector. 

(3) NSW Government to immediately implement legislation requiring all agencies to notify serious data 

breaches to a designated agency.  This agency must be in receipt of adequate investment to ensure 

the NSW Government has the best cybersecurity experts at its disposal to protect State assets and 

information. 

(4) NSW Government to implement regulation of workplace data, including an obligation for all 

workplaces to have a policy about the lifecycle of workplace data.  

(5) NSW Government to designate an existing agency to regulate and enforce workplace data 

regulation and legislation to ensure protection of all workers and their interests.  
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Data: The New Oil 

6. At the core of all policy schemes and concerns relating to cybersecurity is the data at risk through 

breaches and mismanagement. Relevantly, data held by the NSW Government which may be made 

vulnerable by cybersecurity breaches pertains to all citizens of New South Wales in addition to the 

Government’s own employees.  This is exemplified by the recent data breach at Service NSW2.   

7. By comparison to former newly monetizable commodities, personal data is akin to the discovery of oil in 

previously untapped territories.  Already, data has been collected for sale through the mapping of roads 

and communities by Google and residential properties through play-based apps such as Pokémon Go3.  

In this sense, workplaces remain an untapped market and Unions NSW anticipates once companies 

begin to harvest data from workplaces in earnest, various companies will be willing to pay significant 

amounts of money to access the information.   Unlike oil, the value of data has the potential to increase 

exponentially over time as this resource itself is constantly expanding. 

8. Various agencies within the NSW Government hold significant data about citizens, most notably in 

respect of our health, education, qualifications, assets and finances and this information has quickly 

become a valuable resource.  Whilst the value of this data is unknown, research about comparable data 

holdings is instructive.  For example, a 2014 report by Lateral Economics showed the value of the 

Federal Government’s open data (being that which is available to everyone) was then $25 billion 

annually (of the combined direct and indirect values)4.  Open data is frequently used by governments 

and corporations to develop business strategy, create apps, inform decision making and to assist in the 

understanding of economic and other trends5. 

9. The NSW Government is the largest public sector employer in Australia with 407,999 employees in 

20196.  As a market leader based on size alone, it is imperative protections are put in place by the NSW 

Government to ensure employees do not become a factory for monetizable data.  Unions believe there 

is a need for restrictions to prevent governments and related entities misusing the data they have 

collected to guarantee transparency and ethical treatment and use of data. 

 
2 NSW Government, ‘Service NSW cyber incident’, Service NSW (September 2020) 
<https://www.service.nsw.gov.au/cyber-incident>. 
3 Cecilia D'Anastasio and Dhruv Mehrotra, ‘The Creators Of Pokémon Go Mapped The World, Now They’re Mapping 
You’, Kotaku (online, 30 December 2019) <https://www.kotaku.com.au/2019/12/the-creators-of-pokemon-go-
mapped-the-world-now-theyre-mapping-you/>. 
4 Lateral Economics, Open for Business: How Open Data Can Help Achieve the G20 Growth Target (Report 
Commissioned by Omidyar Network, June 2014) 32. 
5 Australian Government, ‘About Open Data’ data.gov.au (accessed 28 September 2020) 
<https://data.gov.au/page/about-open-data>. 
6 NSW Public Service Commission, Workforce Profile Report 2019 (Workforce Profile Report, 2019) 2. 
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Use of Worker Data 

18. Transparency must be the overarching principle in developing cybersecurity policy and regulation in the 

interests of promoting a positive workplace culture and managing the data created by and collected 

through labour. 

19. New South Wales needs stronger workplace regulation to protect workers as technology advances and 

more personal data is collected in the workplace.  In developing this regulation, it is imperative greater 

visibility is provided in respect of: 

(a) the form and extent of data being created by workers; 

(b) how this data is collected; 

(c) how this data is being stored and where; 

(d) who is storing the data; 

(e) how this data can be accessed and by whom; 

(f) what purpose the collected data is being put to; and 

(g) who benefits from the data. 

20. We also believe employers should be required to gain the explicit permission of workers before sharing 

or using any data produced by them during the course of their engagement or employment. 

21. Unions are calling for a legal framework which provides every worker in New South Wales the right to 

know what data is held about them and the opportunity for workers to benefit from any secondary uses 

of data created by them.  For example, if workplace data is sold to a third party workers should be 

entitled to any associated monetary gains. 

22. Additionally, unions believe all workplaces in New South Wales should have to develop and implement 

a policy which clearly outlines the ways data is collected, stored and used, and an agreement about who 

benefits from the sale or other monetizable use of any data created by employees or contractors.  As 

with workplace surveillance, it is imperative workers are actively informed about the lifecycle of data 

created by them. 

23. Finally, the NSW Government needs to ensure sufficient enforcement of laws and regulations pertaining 

to workplace data.  Unions NSW believes the NSW Government should delegate an agency to have 

responsibility for this task. 
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