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Tara Moriarty MLC 
Chair 
Portfolio Committee Number 1  
NSW Parliament House  
Macquarie Street 
Sydney NSW 2000 
 
18 September 2020 
 
Re: Inquiry into Cybersecurity 
 
Dear Ms Moriarty & Members, 
 
PEXA (Property Exchange Australia) welcomes the opportunity to provide this submission. We note it 
cannot come at a more critical time given the current social and economic dislocation driven by the 
global pandemic. 
 
While cybercrime knows no state borders, we welcome the diverse range of cybersecurity reforms 
introduced by the NSW Government. PEXA is keen to partner with the NSW Government to further 
support the industry in the delivery of ongoing cyber awareness programs and tools or products to 
mitigate the risks of cybercrime.  
 
Digital innovation  
 
As world leading early adopters of new technology, it’s no surprise that Australia is also home to a 
growing number of innovative digital start-ups and success stories. Consumers are exercising enormous 
influence in how they want to transact. Today’s digitally enabled customer leverages technology for 
everything.  From how we bank to how we shop and how we communicate with each other. The 
property settlement experience should be no different but until the past few years, it was. 
 
Investing in cybersecurity 
 
Cybercrime is unfortunately an all-too familiar by-product of digital consumerism. Threats include new 
and evolving variants of ransomware that are becoming difficult to detect by typical signature-based 
antivirus solutions; and email phishing and business email compromise, which remains the most 
common entry vector for a cyber-attack. These attacks are mostly related to transactions of substantial 
amounts of money – such as property settlements, distribution of estates, and payment of settlement 
amounts in litigation matters. In this instance, law practices have been scammed into transferring funds 
into a fraudulent bank account. 
 
Enhancing cybersecurity in the multi-ELNO Network  
 
A move to a data exchange hub (ESB) or bilateral interoperability (Peer-to-Peer) market structure is 
currently being considered by the NSW Government. Under such a model, PEXA would be required to 
link its system with another ELNO (operated by Infotrack/Australian Stock Exchange).  
 
Not only does this model risk entrenching a duopoly, but it also opens up property settlements to 
significant cyber security and operational risks. It also disadvantages other players wanting to enter the 
market, potentially stifling future innovations including cyber protections.  
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We note LexTech, which is seeking approval to operate as an ELNO, has also expressed its serious 
concerns about the model, claiming it was “unrealistic”.1 
 
While PEXA’s concerns are well known in this space, this submission focuses on our commitment to 
protecting consumers and of the specific cyber security risks and threats we face should the current 
market structure proposal proceed in its present form. 
 
The interoperability model introduces multiple, dispersed identity repositories and financial settlement 
paths. For example, it increases the risk of debits from unauthorised or unverified trust accounts as a 
result of the instructions being issued by one ELNO where signers and account details were verified by 
another. 
 
Interoperability also risks introducing new vulnerabilities into the property settlement process. For 
example, a transaction can fail if one system has gone offline, even if the other remains stable. This has 
a broad impact for all industry participants, especially for the lawyers who serve as the ‘frontline’ for 
property transactions, dealing directly with customers in relation to their transactions. If the system 
goes down, or worse cyber-attacks are more frequent, vendors and purchasers will naturally turn to 
their respective conveyancers and banks for answers. 
 
This does not lend itself to a positive customer experience and worse, ultimately undermines the 
trusted, proven system homebuyers and sellers across Australia rely on today. As noted earlier in the 
submission, to contemplate this at a time of heightened economic uncertainty raises concerns. 
 
As an alternative to the interoperability model, PEXA believes there is potential to align with the Open 
Banking2 framework. 
 
We look forward to continuing dialogue with NSW on a national approach that facilitates competition 
while not introducing new or heightened cyber and operational risks into property settlements, and in 
turn the state-based land registries which are ultimately guaranteed by state taxpayers. 
 
Issues for Consideration 
 
As we continue to trade and conduct our lives in a more complex digital world, it is critical that before 
any policy, regulatory or rule changes are made to any sector, the cyber consequences are clearly 
understood and considered, actioned and accepted by all stakeholders. 
 
While we acknowledge this Inquiry has a broad scope, we believe the PEXA experience has transferrable 
principles to consider during the Committee’s deliberations. PEXA's recommendation for prioritisation 
to combat today's threats should ideally focus on: 
 

● Alignment to at least one essential cyber security control framework; 
● Clearly defined network policies and service configurations; 
● Ongoing security awareness and training through email phishing tests, education sessions and 

communications; and 
● Workforce and Skills. 

 
Our recommended approach attached to this submission is broken into general observations and those 
related specifically to our sector. 

 
1 Jack Meredith, LexTech Head of Operations, The Australian Financial Review, 17 September 2020. 

2 The banking sector is transitioning to an open access model, with the first phase of Open Banking coming into effect on July 1 2020, 

requiring all financial institutions over time to participate with the big four banks live in phase one.   
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We look forward to working with you as you deliberate your response to this Inquiry and to play a 
practical leadership role in the continued investment and innovation in our industry. For further details 
on this submission, please feel free to contact me direct. 
 
 
Kind regards, 
 

 
Gary Howard 
Chief Operations Officer (acting) 
PEXA 








