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The Hon Natasha Maclaren-Jones MLC

Chair, Standing Committee on Law and Justice
Legislative Council
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25 August 2015

Re: Inquiry into remedies for the serious invasion of privacy in New South Wales

Dear Ms Maclaren-Jones,
Thank you for the invitation to make a submission to the above inquiry.

Please find attached a copy of my recent blog post on this topic, by way of a submission.
Links embedded in the text are in lieu of footnotes.

Please don't hesitate to contact me if you have any questions arising.

Yours sincerely,

Anna Johnston
Director | Salinger Privacy
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Let's take aride on the privacy law reform merry-go-round
25 August 2015

So, | have been approached by a NSW Parliamentary committee to make a submission on
whether or not we need a statutory cause of action for serious invasions of privacy.

My first thought was: why bother? We’ve been on this merry-go-round before. The ink is
barely dry on the comprehensive, considered and balanced review conducted on this very
topic by the Australian Law Reform Commission. The NSW Law Reform Commission also
had a swing at this topic a few years back. Nothing has changed. No new laws, no new
remedies.

Why should | waste my breath to answer the same question, to generate the same
recommendations, the nuances of which will then be misrepresented by the media and
dismissed or ignored by successive governments?

But my second thought was: I'd better at least read the terms of reference first. And lo and
behold, the terms of reference also include inquiring into and reporting on the adequacy of
existing remedies for serious invasions of privacy.

Well, here’s something that the Legislative Council’'s Standing Committee on Law and
Justice might just be able to sink their teeth into, and maybe — just maybe — could persuade
the Attorney-General to immediately act upon: fixing the problems with PPIPA, the key
privacy statute in NSW.

So my answer is yes. YES. Yes, we need better remedies for invasions of privacy. Because
the law is failing us now.

Here's a few examples of why.
Emerging privacy issues
The latest moral panic in privacy world is over the privacy-invasive nature of drones. Or

maybe this week it is Big Data, or geolocation data, or maybe the Internet of Things. It's hard
to choose.

People like to say that the law doesn’t keep up with technology. That's only half true.

Australian privacy law is designed to be technology-neutral, so that our laws don’t become
obsolete a millisecond after they are written. (Unlike in the USA, where they have specific
laws about things like the privacy of your VHS video rental records ...)

Our flexible, principles-based privacy laws actually have plenty to say about what data can
and can't be collected, what can or can’t be disclosed, need to ensure the accuracy, integrity
and security of data, and everything else in between. These principles can be applied to
drones or Big Data, just as they can be applied to paper files. In other words, the conduct
could be regulated easily enough.

But the problem lies in the gaps where our laws don’t regulate: the person or body doing the

conduct. There is also a failure of enforcement. This is why people think — incorrectly — that
the law is outdated. It's not outdated. It's just not applied widely or deeply enough.
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http://www.parliament.nsw.gov.au/prod/parlment/committee.nsf/0/53328E97515E48ECCA257E6F00292A7D?open&refnavid=CO3_1
http://www.alrc.gov.au/publications/serious-invasions-privacy-digital-era-alrc-report-123
http://www.lawreform.justice.nsw.gov.au/Pages/lrc/lrc_publications/lrc_reports/lrc_2010-.aspx
http://www.austlii.edu.au/au/legis/nsw/consol_act/papipa1998464/index.html
http://www.austlii.edu.au/au/legis/nsw/consol_act/papipa1998464/index.html
http://theconversation.com/drones-finally-get-mps-talking-tougher-on-privacy-laws-29197
http://www.salingerprivacy.com.au/2015/06/02/privacy-in-the-age-of-the-algorithm/
http://www.salingerprivacy.com.au/2015/05/26/wheres-wally-geolocation-and-the-challenge-of-privacy-protection/
http://www.salingerprivacy.com.au/2015/07/28/is-barbie-the-new-big-brother/
https://epic.org/privacy/vppa/

The black holes where the law doesn’t apply

These are pretty well documented, so here’s just a quick re-cap of all the privacy invaders
who are not regulated by either NSW or federal privacy law.

Individuals not operating a business. So that revenge porn posted online? Not regulated.
Businesses with an annual turnover of less than $3M (except for health service providers).

So the videographer flying drones over residential properties and filming people in their
backyards? Not regulated.

Media organisations. In the business of outing Ashley Madison users on the air for
entertainment value? Publishing photos of celebrities and royals in their private moments?
Using a helicopter to film a family on their private property, grieving over a dead child? Not
regulated.

Political parties. Hoovering up data from petitions, letters to newspapers and approaches to
constituents’ local MPs, mining it to make assumptions about political opinions, and then
crafting messages skewed to individual voters? Not regulated.

State-owned corporations in NSW. Public utilities which hold property, consumption, billing
and payment data about land owners and residents. Not regulated.

The failure of enforcement

NSW has only a part-time Privacy Commissioner, who does not have enough staff or an
independent budget, let alone any powers to levy fines or compel privacy-invaders to do
anything.

Although in NSW we are blessed with a Tribunal which offers some (relatively) cheap access
to justice for unrepresented complainants, the maximum compensation that can be ordered
to be paid by a privacy invader to their victim is $40,000. The Tribunal has noted this is too
low in serious cases of malicious breaches causing severe financial and psychological harm.

The ridiculous loopholes

And then, for the remaining public sector agencies that are actually regulated by PPIPA,
there remain some unjustifiable loopholes, unique to NSW. Loopholes that are so wide you
could drive a truck full of privacy-invaders through them, and still have room for a parade of
dancing elephants on either side.

The Bad Cop Exemption
First up, s.27 of PPIPA.

I am a firm believer that the public interest in protecting privacy must be balanced with the
public interest in effective law enforcement. There are indeed sensible exemptions for
investigations and law enforcement which seek to achieve that balance.

And then there is s.27, which adds on top an entirely unnecessary blanket exemption for all
police activities, other than educative or administrative ones. The effect of s.27 has been to
render many police activities unaccountable in terms of privacy protection, even where a
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https://www.youtube.com/watch?v=PuNIwYsz7PI
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6d.html
http://www.theguardian.com/technology/2015/aug/20/radio-hosts-tell-woman-live-on-air-her-husband-had-ashley-madison-account
http://www.theguardian.com/technology/2015/aug/20/radio-hosts-tell-woman-live-on-air-her-husband-had-ashley-madison-account
http://www.abc.net.au/mediawatch/transcripts/s3556778.htm
http://www.canberratimes.com.au/act-news/voter-tracking-everyones-doing-it-20121026-289rc.html%23content
http://www.austlii.edu.au/au/legis/nsw/consol_act/papipa1998464/s3.html
http://www.austlii.edu.au/au/legis/nsw/consol_act/papipa1998464/s55.html
https://www.caselaw.nsw.gov.au/decision/54a634513004de94513d85ef
http://www.austlii.edu.au/au/legis/nsw/consol_act/papipa1998464/s24.html
http://www.austlii.edu.au/au/legis/nsw/consol_act/papipa1998464/s23.html
http://www.austlii.edu.au/au/legis/nsw/consol_act/papipa1998464/s27.html

police officer acts corruptly or unlawfully — because negligent, reckless, unlawful or corrupt
conduct is not an ‘administrative or educative function’.

So unlawful police behaviour like obtaining personal information by way of an invalid
subpoena? Exempt.

Malicious police behaviour like disclosing information about the sexuality of a woman to her
boyfriend, which results in the women being assaulted by her enraged partner? Exempt.

A negligent or reckless failure to check a child protection allegation which the police “know is
false or should reasonably be expected to know to be false” before acting on it? Exempt.

Systemic problems like a failure to ensure the accuracy of bail records, so that hundreds of
kids end up wrongly arrested or imprisoned? Exempt.

A failure to enforce data retention rules, so that decades-old ‘spent’ convictions are disclosed
to a man’s partner and employer? Exempt.

Poor data security practices like a single shared login, no register of authorised users and no
staff training when accessing public street CCTV footage? Exempt.

You can have blanket exemptions which allow corruption and negligence to thrive, or you
can have nuanced, sensible, balanced exemptions to enable legitimate law enforcement, but
allow remedies for victims of illegitimate police conduct. Please, Parliamentary Committee —
recommend abolishing s.27.

The Not In NSW Exemption

Then there is the why-is-this-still-not-fixed s.19(2) problem.

Back in 2008, the Tribunal found that s.19(2) “covers the field” for transborder disclosures
(i.e. disclosing personal information to a person or body outside NSW), and therefore s.18
(the regular Disclosure principle) does not apply. Except that s.19(2) has never actually
commenced. The outcome of that 2008 GO case was that in the Tribunal’s view, there are no
restrictions on disclosures outside NSW.

The effect is that if you are a public servant who wants to disclose something you know you
shouldn't, and which would breach the general prohibition against disclosure at s.18, you can
circumvent the law by first sending the information to someone outside NSW, who can then
pass the information on to your intended recipient.

Just let that sink in for a bit — a public sector agency can disclose anything it likes, without
being in breach of PPIPA, so long as it first sends it to someone outside NSW. A journalist in
Canberra, for example.

So, a public sector agency could disclose the Premier's mental health records; or the
Attorney General’'s criminal records; or records about the Police Minister's non-payment of
his council rates — assuming any such records existed - without breaching PPIPA, so long as
it was sent outside NSW.

This is an outcome Parliament surely did not intend.
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http://www.lawlink.nsw.gov.au/adtjudgments/2003nswadt.nsf/8e5ce5447bc58b56ca25684e0041e611/e24a55574c6b1464ca256d9c000b3e26?OpenDocument
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http://www.smh.com.au/technology/technology-news/class-action-filed-over-glitch-wrongly-jailing-young-people-20110608-1fs1h.html
https://www.caselaw.nsw.gov.au/decision/54a63a763004de94513dad36
https://www.caselaw.nsw.gov.au/decision/54a63a763004de94513dad36
https://www.caselaw.nsw.gov.au/decision/54a639983004de94513da937
https://www.caselaw.nsw.gov.au/decision/54a639983004de94513da937
http://www.austlii.edu.au/au/legis/nsw/consol_act/papipa1998464/s19.html
https://www.caselaw.nsw.gov.au/decision/549f5cf43004262463a03990

In GQ the Tribunal stated that the situation could be remedied by the Privacy Commissioner
making a Privacy Code of Practice, but this is not true; the Privacy Commissioner can only
‘prepare’ a Code under s.19(4). It can only be ‘made’ into law by the Attorney General.
Whether by way of a Code, or an amendment to the Act, political will is needed to fix this
problem.

After the GQ decision in 2008, commentators including yours truly ranted and raved about
this outrageous and ridiculous outcome. But seven years later, nothing. No Code, no
amendment to fix the law.

In the meantime, another case has come and gone, with the same outcome: a disclosure to
a woman's employer that would have been found in breach of PPIPA if the employer had
been in NSW, but because the disclosure was made to someone in the Northern Territory, it
is magically exempt.

The Not Our Fault Exemption
There is also the Personal Frolic Exemption at s.21.

This one has conveniently allowed public sector agencies to avoid having to provide any
redress to victims of privacy breaches caused by the conduct of their employees, by arguing
that the employee wasn't really acting as an employee when they did that bad thing, so the
agency cannot possibly be held liable. Which sounds fine in theory, but leaves the victim with
zero redress. The corrupt use and disclosure provisions in Part 8 of PPIPA offer no remedy
to the victim of privacy harm.

So the act of looking up a person’s criminal record without authority and using it to blackmail
him? Exempt.

A school teacher looking up student medical records and disclosing them to a local soccer
club? Exempt.

The unauthorised disclosure of the contents of a complaint letter by an employee of a local
council to the person who was the subject of the complaint? Exempt.

The disclosure of a student’s university grades by an employee of the university to her ex-
husband? Exempt.

Our submission
Are existing remedies adequate, in relation to serious invasions of privacy? No.
Should a statutory cause of action for serious invasion of privacy be introduced? Yes.

But first, please — start with fixing PPIPA. Let's get off this merry-go-round, and actually fix
the law.
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Qualifications & confidentiality

This submission is drawn from our experience consulting to NSW public sector

agencies on privacy matters since 2004, as well as from PPIPA in Practice, our

annotated guide to the Privacy and Personal Information Protection Act 1998
(PPIPA), which incorporates consideration of the more than 320 cases decided to
date under PPIPA and the Health Records & Information Privacy Act 2002. For more

information see www.salingerprivacy.com.au.

This submission does not constitute legal advice, and should not be construed or
relied upon as legal advice by any party. Legal professional privilege does not apply

to this submission.

About the author

This report has been prepared by Anna Johnston, Director, Salinger Privacy.

Ms Johnston was previously the Deputy Privacy Commissioner of NSW. She holds a
first class honours degree in Law, a Masters of Public Policy with honours, a
Graduate Certificate in Management, a Graduate Diploma of Legal Practice, and a
Bachelor of Arts. Ms Johnston was admitted as a Solicitor of the Supreme Court of

NSW in 1996, and is an accredited mediator.

Salinger Privacy offers specialist consulting and professional services in the privacy
and information management fields, including Privacy Impact Assessments and
privacy audits, privacy awareness training and in-house executive briefings, and the

development of privacy policies and notices.
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SalingerPrivacy

We know privacy inside out.

Salinger Consulting Pty Ltd
ABN 84 110 386 537
PO Box 1250, Manly NSW 1655
www.salingerprivacy.com.au
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