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Dr Amanda Cohn:

...I'm interested in offences, both at a Commonwealth and at a State level, relating to
doxxing, particularly where there is reference to carriage service. In your view, how effective
is that when it relates to social media specifically and the ability to enforce those provisions?
... Anumber of the examples that the Committee has been provided with in terms of doxxing
relate specifically to social media, where that is the carriage service that was used. Noting
particularly that a lot of these are corporations operating out of other jurisdictions, I'm
interested in your views as to the effectiveness of our current framework to rein them in.

Answer:

| understand the Deputy Chair’s question to request my views as to the effectiveness of
Commonwealth and State offences applicable to doxxing, noting issues presented by the use
of social media and the location of corporations outside of Australia.

As the NSW Privacy Commissioner my remit covers the Privacy and Personal Information
Protection Act 1998 (PPIP Act), the Health Records and Information Privacy Act 2002 (HRIP
Act) and associated secondary legislation. My remit does not extend to social media
companies nor corporations generally.

Recent amendments to the Criminal Code Act 1995 (Cth) have introduced two new offences
specifically targeted at tackling doxxing. These Commonwealth offences are outside my remit
as the NSW Privacy Commissioner, and they have not been the subject of any concerns raised
with me directly. However, | offer the following general observations.

The use of social media as a tool for doxxing can give rise to several issues. The identity of
the person responsible for the doxxing may be unknown, for example, if they have used a
pseudonym, or use a Virtual Private Network (VPN). The assistance of the provider of the
carriage service may be needed to identify the person/parties responsible and either the
provider or the person responsible (or both) may be located outside of Australia. This likely
presents challenges for the effective enforcement of these provisions including where the
provider may be subject to or governed by other applicable legislative regimes.

| also note that the Commonwealth doxxing offences are relatively new, and | am not aware
of any specific prosecutions, nor issues arising from the attempted enforcement of these
offences currently. In these circumstances it is difficult to offer comment on their effectiveness.

Finally, | note the work of the Commonwealth eSafety Commissioner under the Online Safety
Act 2021 (Cth). The eSafety Commissioner may receive reports under the Adult Cyber Abuse
Scheme, investigate complaints and issue notices to remove cyber abuse material. In the
event of non-compliance, a range of enforcement powers are at their disposal, including formal
warnings, enforceable undertakings, injunctions, infringement notices and civil penalties.
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