






























































Q872: | have a quick clarifying question. So, you said you would tell them ...
A: About a third...

Q873: A third party.

A: Yes.

Q874: And then you would inform us?

A: | mean, look, if — | need to have your contact details so | can have regular — the
appropriate contact with you, but you know, | guess first and foremost it’d probably be

to consult you guys first before passing on...[66]

77. The information in paragraph 12(a) of the Grounds is correct and correctly represented.

78. The information that the Applicant identifies closely with Israel is correct. Albeit that he is not
formally a citizen of Israel, the Applicant explained his Jewish faith in terms of being a member of
the Jewish Nation. It is in this context the Applicant’s professed love for Israel and his avowed
nationalistic feelings towards Israel, as well as his loyalty to Israel and the related “blurred lines"I67]
and dilemma of loyalty he described, can be understood.

79. The information the Applicant has loyalty to the CSG is correct. This is contextualised by
information the Applicant is not presently a member of the CSG. The Applicant provided information

CSG members were told not to divulge information about the CSG outside the group and they were

told “to keep it on the low"[68], By his own account, he was told to describe the Israel-based training
courses as Jewish community leadership courses. This is correct and correctly represented in the
ASA.

80. The ASA correctly represents information the Applicant failed to openly declare the purposes of
his travel to Israel to undertake the courses as he perceived this might adversely affect his security
clearance validation and it might ‘open up a can of worms"16°],

81. The information in respect of the Applicant attending CSG training courses in Israel in 2016 and
2019 is correct. So, too, is the information the courses involved self-defence and scenario-based
training, as well as basic security principles, planning skills and firearms handling (albéit that the
firearms component was not included in the second course in 2019). The information the Israeli
Government or Mossad might seek to recruit highly skilled or talented volunteers in the training is
correctly attributed to the Applicant.

82. The information in respect of the Applicant’s security training from 2005 and his security
clearances is correct. In this context, and by his own account, the Applicant was familiar with the
content of the PSPF and the NTK principle. The ASA correctly reflects the Applicant’s account of not

being aware of the security classifications of people he works with and not “spouting”[70] about
anything classified beyond the level of those around him. This is so even though the Applicant
subsequently asserted in his oral evidence he knew the security clearance of uniformed officers

working around him as he had “access to the dashboard” and “a need to know'l"] Information the
Applicant would not find it suspicious to be asked for classified information by an Australian Army
member with the appropriate clearance level unless it was persistent and peculiar is correctly

attributed to the Applicant.[72]



~ 83. The Applicant accepts, correctly, he breached signed confidentiality agreements made with

AGVSA and ASIO. The information summarising his confidentiality breach in respect of the 1t
interview is correct. The Applicant disclosed information about the content of the interview to Person

A and, when asked about this in the 2" interview he considered it “a little bit pedantic” to be held to

account for the breach as he “simply closed the loop with him"[73].

84. The information that the Applicant was aware of the Contact Reporting Scheme (CRS)
obligations is not disputed, although the Applicant asserts he understood the four SOUP criteria
were conjunctive rather than separately applicable. When asked about his knowledge of the CRS in

the 15t interview, the Applicant stated “I'm a bit rusty’l’]. The information at the time of the 2"d
interview the Applicant had never lodged a CRS contact report is correct.l”®! The Applicant lodged
CRS contact reports in respect of four individuals after the 2"¥ interview!’6]. On the information the
Applicant provided in the 2" interview, it is probable he did not provide CRS contact reports for “all

his foreign contacts”, even though this was requested in the 2" interviewl’”],

85. The information that the Applicant did not provide CRS contact reports in respect of the Israel-
based trainers who provided the CSG training in Israel and users of his Facebook page ‘The Land
of Israel’ is likely correct. The Applicant’s assertions about his understanding of the SOUP criteria
do not render this information incorrect. His assertions are accurately reflected in the Grounds,
including that he did not think he was required to submit a CRS contact report in respect of an
Israeli activist he approached[78]. The Applicant was provided a questionnaire[79] after the 1St
interview which, among other things, provided further opportunity for him to declare interactions
with Israeli political contacts. On 8 April 2021, the Applicant responded to the questionnaire and
stated “/ have not come into contact with anyone | suspect of being a F1S180],

86. On the open materials, we are satisfied the information in the ASA and the Grounds is correct
and is correctly represented.

Are the recommendations, opinions and advice in the ASA reasonably supported?

87. ASIO’s opinion that the Applicant has demonstrated a higher level of loyalty to Israel than to the
Australian Government is justified as the Applicant has, in our assessment, demonstrated loyalty to
Israel which is incompatible with his obligations as a security clearance holder. The question of
loyalty turns on the Applicant’s conduct and his adherence to obligations under the PSPF as a
security clearance holder.

88. The Applicant’s responses to hypothetical scenarios put to him expose the “blurred lines” he
described, consistent with divided loyalty between his obligations to the Australian government as a
security clearance holder and the extent of his interests in Israel as an orthodox Jew. The
Applicant’s evidence “I don’t think that Australia and Israel are as close as | did back then” does not
resolve the ‘blurred lines’ and divided loyalty the Applicant discussed, albeit professing his “loyalty is
with Australia”®1],

89. The Applicant’s uncontroverted conduct reinforces this justification. The Applicant accepts he
breached his confidentiality obligations when discussing the 18t interview with Person A, although he
places little weight on this and asserts it was a minor breach which he would not repeat. This raises
serious questions about the Applicant’s judgement, trustworthiness and willingness to adhere to the
security requirements of an NV2 security clearance holder.



90. The Applicant failed to declare CSG training in Israel on two occasions even though, by his own
admission, he understood the courses were conducted by Israeli trainers who had “been in the
Shabak’®2]. The Applicant explained he suspected the courses were supported by the Israeli
Government and Mossad was involved.!83] The Applicant’s assertion he was not subject to detailed
debriefings after each trip is beside the point. As a security clearance holder, he was obliged to fully
disclose his activities and contacts, rather than simply answering questions put by those debriefing
him. ASIO’s opinion that this is not consistent with the Applicant’s obligations as a security
clearance holder is justified. ’

91. The Applicant’s evidence he understood ASIO and the CSG to be “plugged together’ and that

he was “working under the same umbrella’® strains credulity and does not diminish the
Applicant’s disclosure obligations as a security clearance holder.

92. By his own account, the Applicant did not fully declare these matters in the security clearance
revalidation processes. In his oral evidence he explained “I provided a truth, it's not the full truth...
There was a decision to — it wasn’t a malicious intent to withhold, it was only to save myself from

interrogation and questioning”.[85] This provides strong justification for ASIO’s assessment that the
Applicant’s close identification with and loyalty to Israel outweighs his obligations to the Australian
Government as a security clearance holder. ASIO’s opinion the Applicant does not prioritise his
obligations to the Australia Government as a security clearance holder is reasonably supported by
information in the ASA we have found to be correct.

93. We note this is not the only assessment open on this evidence. It is also open to assess that
the Applicant decided to reveal only part of the truth for his own ends, so as not to “open a can of

worms’88]. Even so, conduct of that kind is not consistent with the Applicant’s obligations as a
security clearance holder. Cessation of the Applicant's membership of the Sydney CSG in February
2023 does not change the assessment he was not entirely truthful with ASIO. '

94. We are satisfied the materials reasonably support and justify ASIO’s opinions the Applicant’s
divided loyalty and his failure to provide full and frank disclosure of his CSG training activities and
contacts in Israel are not compatible with his obligations as a security clearance holder. The

Applicant’s oral evidence he disclosed information to Person A in a chance encounter after the 18t

interview is no answer.187]

95. We are also satisfied information we have found to be correct in respect of the Applicant’s
conduct reasonably supports ASIO’s opinion the Applicant is vulnerable to influence or coercion to
enable acts of espionage or foreign interference by IIS due to his loyalty to Israel.

96. The Applicant’s rejection of this assessment on grounds of age or that he is “a small fish"188] not
of sufficient interest to the Israeli Government, or that he does not possess information that would
be of interest, are unpersuasive. In all likelihood, the Applicant is not in a position to know what
might be of interest to the Israeli Government or to fully comprehend the mosaic of pieces of
apparently disparate or innocuous information from which coherent intelligence might be obtained.

These are matters for ASIO, which underscore the importance of the CRS. Nevertheless, in the 2ond
interview, the Applicant accepted “/ probably do need to be a bit more careful, and maybe | do need

to be perhaps a little bit less naive about some of these things.”[89]

97. ASIO’s opinion that the Applicant failed to comply with his contact reporting obligations,
applying the SOUP thresholds, is reasonably supported and justified. As an experienced security
officer and security clearance holder, the Applicant alleges he was aware of his CRS obligations
and the SOUP criteria. His assertion he applied the SOUP criteria conjunctively does not diminish



‘his failure to report contacts with people in Israel he suspected of being involved with Shabak,
Mossad or the Israeli Government. We have found information he failed to report his contact with
people involved with Israeli politics and related activism to be correct. This reinforces and justifies
ASIO’s opinion.

98. The Applicant’s contention that he did not understand he was required to disclose his activities
on Facebook and his role of administrator of ‘The Land of Israel’ page does not reduce the
significance of his CRS failures. If the Applicant was in any doubt about his reporting obligations, he
could have sought advice from his superiors or from the security hotline. His admissions of not
doing so are consistent with ASIO’s opinion his failure to comply raises a question about the
suitability of his character and his trustworthiness. The Applicant’s apparent lack of uncertainty or
inquiry about his reporting obligations must be considered in the context of his activities and his
experience.

99. There are reasonable grounds to find:

(a) the Applicant is an experienced security clearance holder and security officer;
(b) he breached confidentiality with Person A, the head of the Sydney CSG at the time;

(c) he travelled to Israel to undertake training activities conducted by people he
suspected had connections with the Israeli Government, Shabak or Mossad;

(d) he engaged with activists and others with political interests in Israel,

(e) he failed to declare contact with and fully disclose information about such people.

100. At the minimum, the available materials raise very serious questions about the Applicant’s
knowledge of and compliance with his security clearance holder obligations and related thresholds,
as well as his insight and his judgement. ASIO’s opinion that the Applicant demonstrated poor
judgment during the security clearance process is justified.

101. Information we have found to be correct in respect of the Applicant’s failure to comply with his
security clearance holder obligations supports a finding he exercised poor judgment when applying
the SOUP thresholds and he did not consider it desirable or necessary to seek clarifying advice.

This was despite his own account in the 18t interview that his understanding of these thresholds was

“a bit rusty’®® and his assertion there was “a change to the reporting” forms which he found to be

“a bit daunting” [o1],

102. In this context, ASIO’s opinion the Applicant would likely provide classified information contrary
to the NTK principle is reasonably supported. The Applicant gave inconsistent accounts about his
knowledge of the security classifications of personnel he worked with, including Army and ELSA

personnel. In the 15! interview he denied such knowledge[92] whereas in his oral evidence he
explained he knew the security classifications of uniformed officers he worked with as “/ was able to

access the dashboard” and “I had a need to know” as the security officerl®3]. In this context, the

Applicant accepted his understanding of the NTK principle was wrong during the 18tinterview[®4: he
was wrong to suggest he would not find it suspicious for a security clearance holder to ask for
information without a need to know unless it was persistent or “a bit peculiar”[95].

103. We are satisfied ASIO’s opinion “if [the Applicant] were to continue to hold any level of security
clearance, he would pose an unacceptable and avoidable risk to security’ is justified. The risk to
security in respect of acts of foreign interference and espionage is raised by the Applicant’s past

record of failing to comply with the obligations of a security clearance holder, including breaches of



confidentiality, poor security practices and applicable thresholds under the PSPF, CSR and NTK
standards, and, by his own admission, a need to be more careful and less naive.

104. It is not to the point to call for proof of acts of foreign interference or espionage in prospect, or
evidence of the Applicant previously engaging in related conduct. The evaluative task is prospective
and forward-looking. We accept the threshold of tolerance for such a risk is low and the
requirements of security in order to protect Australia and Australians from acts of foreign
interference and espionage are high.

105. We are satisfied that, should the Applicant hold a security clearance, the risk to security in
respect of ‘acts of foreign interference’ and espionage, albeit no more than a possibility, is squarely
raised by the materials we have examined. It is a possibility we are satisfied is real and not so
remote it should be discounted.

106. ASIO’s opinion that the potential for the Applicant, as a security clearance holder, to be
exploited, albeit perhaps inadvertently, by actors related to Israel is squarely raised on the open
materials. We accept, should this occur, the potential damage to Australia’s national or sovereign
interests and, in the context of defence systems, commercial and public interests, is high. A security
clearance is not limited to a specific role and, should the Applicant hold a security clearance, the
risk posed would arise in any restricted employment or in respect of restricted material to which he
had access, in Defence Industry projects which are of interest to Israel or related entities for
example.

107. The information in the ASA supports ASIO’s recommendations for revocation of the Applicant’s
NV2 security clearance and for any further application by the Applicant for a security clearance at
any level should be subject to a further security assessment by ASIO.

108. The Applicant asserts that such action is disproportionate to the level of risk, particularly in
circumstances where he has served in the Australian Defence Force for many years and revocation
of his security clearance will likely have serious adverse effects on his employment. ASIO is correct
to conclude this may adversely affect his employment prospects with Australian governments and
contractors. He will be precluded from accessing restricted information and roles.

109. The proposition the Applicant has learned many lessons from the security clearance
revalidation process and he could undergo further training on matters relating to SOUP, for
example, weigh in the balance of proportionality. The materials we have examined do not support
the contention that “any risk posed by the applicant if given a security clearance is negligible or

non-existent’%6]. ASIO’s opinion that no conditions could adequately mitigate the risk to security
should the Applicant hold a security clearance, at any level, is justified by information relating to the
Applicant’s loyalty to Israel and poor judgement by withholding security-relevant information during
the security clearance process. We are satisfied ASIO’s recommendation is justified by the risk to
security. The prescribed administrative action of revoking the Applicant’'s NV2 security clearance is
proportionate to the risk to security, despite the adverse effects on the Applicant's employment
prospects.

110. The Applicant’s assertion that precluding him from holding a security clearance on the grounds
of his Jewish faith and Jewish cultural identity would be discriminatory is incorrect. It is the
Applicant’s past conduct which has raised security concerns in this case, not his Jewish faith or
Jewish cultural identity.

Conclusion



" 111. We are satisfied the information contained in the security assessment is correct and correctly
represented, and we are satisfied it is reasonably relevant to the requirements of security in respect
of risks of espionage and acts of foreign interference for the purposes of s 166(2)(c) and (d) of the
ART Act.

12. The Applicant's lack of insight into the obligations of a security clearance holder is squarely
raised by the open materials. This is so, even though the Applicant has undergone security training
on several occasions and he has experience as a security officer. The finding is reinforced by his
past poor security practices, poor compliance with security obligations and breaches of
confidentiality with Person A.

113. We find the Applicant’s willingness to deliberately withhold information and his incapacity to
identify SOUP interactions, which might be influenced by a degree of naivete or a somewhat
cavalier approach to his security obligations, are demonstrated by his past conduct.

114. These considerations support a finding the Applicant is susceptible to influence by people
associated with Israel and the Jewish Nation. This is in no way critical of the Applicant’s faith or his
Jewish cultural identity. It is a finding of susceptibility to influence which, when viewed through the
lens of the requirements of security, poses a risk to Australia and its people.

115. We make no finding the Applicant has been or is disloyal to the Australian Government, rather
he has divided loyalties between his obligations as a security clearance holder and his faith and
Jewish cultural identity. In some cases, divided loyalties of this kind might not raise concerns about
the requirements of security, especially where the obligations of a security clearance holder have
been rigorously upheld and adhered to. This is not such a case. The Applicant has not adhered to
such high standards. In the particular circumstances of his case, we are satisfied the Applicant’s
divided loyalty does raise an issue of security in respect of espionage and acts of foreign
interference.

116. The threshold of tolerance for such a risk is low and the protective requirement of security is
high. ;
117. It is for these reasons, the prescribed administrative action ASIO recommended, for AGSVA to
revoke the Applicant’'s NV2 security clearance and for any further security clearance application by
him to be subject to a further security assessment by ASIO is justified.

118. Consideration of the likely adverse effects on the Applicant, which we accept are real, does not
compel any different conclusion. We are satisfied the recommended action is reasonable,
appropriate and proportionate in the circumstances. It is consistent with the requirements of
security. We are also satisfied the requirements of security make it necessary for the recommended
action to be taken.

119. Consequently, the ASA will be affirmed.

Decision

120. The decision under review is affirmed.

Dates of hearing: 16 & 17 September 2024, 23 October 2024
Counsel for the Applicant: Mr J Cohen
Counsel for the Respondent: Ms J Single SC, with Mr H Rogers

Solicitors for the Respondent: Australian Government Solicitor
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