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1 6 DEC 2008

Mr Frank Terenzini MP

Member for Maitland

Chair

Committee on the Independent Commission Against Corruption
Parliament House

Macquarie Street

SYDNEY NSW 2000

Attn: Ms Helen Minnican, Committee Manager

Dear Mr Terenzini,

| refer to further correspondence from the Committee on the Independent
Commission Against Corruption in respect of the Inquiry into the Protection of
Public Sector Whistleblower Employees.

At the Hearing held 24 November 2008, | agreed to take a number of
Questions on notice. My responses are detailed herein:

(1) What procedures do you have in place to protect a contractor who
makes a complaint against retribution? (Asked by the Hon Trevor Khan
MLC)

A: All employees of the Ministry, including contractors, are subject to the
Code of Conduct, in addition to all applicable law. This is similar to a
contractor being protected by occupational health and safety laws while with
the Ministry. Both the Ministry’s Protected Disclosure Policy and the Ministry’s
Statement of Business Ethics are policies and procedures that clearly
articulate that it is unacceptable to take reprisals against those that make
reports of unacceptable conduct.

(2) Are you aware if there is a policy and procedure in place to ensure that
contractors who make a disclosure are not the subject of retribution?
(Asked by the Hon Trevor Khan MLC)

A: See answer to Q1 above.



(3) We have a number of policies within the Ministry of Transport. We
- have a Protected Disclosures Policy, a Fraud and Corruption Policy
and a Code of Conduct. | am happy to make copies of those available
to the Committee following today's proceedings (evidence of Mr Jim
Glasson at p57 of the proceedings)..

A Coples of these documents, as well as the Statement of Business
Ethics, are enclosed.

| trust th_ls response- satisfactorily__ concludes the Ministry of Transport’s
participation in this Inquiry. t

Thank you for-the opportunity for the Ministry to: part|0|pate in the important
work of your Committee.

Yours sincerely,

T Gl

Jim Glasson

Director General
DGOB/0B15T
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Protected Disclosure Policy
Purpose

Internal reporting procedilre as relates to the Protected Disclosures Act, 1994.

Background

The Protected Disclosures Act, 1994 was proclaimed to commence-on 1-March 1995. The Act
covers protection for public officials who make disclosures concerning corrupt conduét, as defined in
the ICAC Act, 1988; maladministration, defined as conduct which involves action of inaction of a
serious nature that is either contrary to law, unreasonable, unjust, oppresswe improperly
d1scr1mmatory, based wholly or partly on improper motives, and/or; serious and substantial waste of
public money.

The Protected Disclosures Act makes it an offence to take detrimental action in reprisal against a
person who makes a protected disclosure. The Public Sector Employment and Management Act,
2002 also makes it a breach of discipline to take detnmental action or disciplinary action in such -
- circumstances.

Previous advice was pr0v1ded when the Act was proclalmed and administrative procedures have
been incorporated into Staff and Managers' Resource Folders and the Ministry's Fraud and
Corruption Preventlon policy.

‘Current Position

The follbwing information summarises the main provisions of the legislation including reporting
channels and Ministry policy on internal reporting. Matters covered by the protected disclosures
guidelines should be read In conjunction with the Ministry's Fraud and Corruption policy.

The Director General is the primary contact for staff who wish to make a report regarding corrupt

conduct, maladministration, or serious and substantial waste. Alternatively you may utilise any of the

other available reportmg channels described in the guidelines. Confidentiality will be mamtamed
consistent with the provisions of the Act

- . The Mlmstry s Code of Conduct mcorporates policy with regard to protected d1sclosures The pohcy

will be outlined at induction training.

Protected Disclosures Guidelines

Ministry policy ensures that the commitment to an eth1ca1 workplace, free of corruptlon |
maladministration and waste results in:

~Staff reporting any suspected corruption, maladministration and serious and Substantial_w,aste, and
staff not being disadvantaged or suffering detrimental action because of their reporting.

: Definitions

"Corruption" occurs when a public official carries ont public duties dishonestly or ‘llmfai'rly, anyone
(including a public official) does something that could result in a public official carrying out public

http://intranet/guides/cs-protected-disclosure.html ' ' 12/12/2008
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duties dishonestly or unfairly, anyone (including a public official) does something that has a
detrImental effect on official functions, and which involves any of a wide range of matters, including
(for example) fraud, official misconduct, violence, a public official (or former public official)
breaches public trust, or a public official (or former pubhc official) misuses information or mater1a1
obtained in the course of duty.

"Maladministration" is conduct that involves action or inaction of a serious nature that is contrary
to law, unreasonable, unjust, oppress1ve or improperly discriminatory, or based wholly or partly on
improper motives.

""Serious and substantial waste" refers to any uneconomic, inefficient or ineffective use of
resources, authorised or unauthorlsed which resuits in significant loss/waste of public
funds/resources. :

Our Commitment

The M1r11stry of Transport is committed to an n ethical workplace free of corruptlon
maladministration and waste.

It is the respon51b111ty of all staff to prevent corruption, maladministration and waste. Additionally,
managers and supervisors have a responsibility to establish systems of control to minimise
corruptlon maladministration and waste

| Responsi_bility to Report

Every person has a responsibility to report corrupt conduct, maladministration, or serlous and
~ substantial waste.

The Réporting Chahnels.

Staff should utrhse the followmg channels when reporting matters of corrupt conduct,
maladmmlstratlon or serious and substantlal waste directly to the foIlowmg

. Executwe Director, Transport Serv1ces Group, or
the Director General; or ' :
the Independent Commission Against Corruption for reports of corrupt conduct or
o the NSW Ombudsman for reports of maladministration; or

o the Audit Office of New Souith Wales for reports of waste

Substance of Reports

You do not need to have proof that corrupt conduct, maladministration or serious and substanual
" waste is occurrmg, you merely need to suspect on reasonable grounds

While anonymous reports will be accepted, it is preferable that reports are not made anonymous in

*order that you can be contacted if further information is required or clarification is needed, and it will
be easier for you to claim the protection of the Protected Disclosure Act.

Investigations

You have a responsibility to assist any person or orgénisation appointed by the Ministry of Transport
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to conduct internal 1nvest1gatrons by drsclosmg all 1nformatron related to corrupt conduct, .
maladministration or serious and substantial waste. :

DUty to Pass on Reports

All people, to whom reports of corrupt conduct, maladministration or serious and substantial waste
are made, have a duty to pass on the reports to the Ministry's Executive Drrector Transport Serv1ces
Group or the Director General.

Protected Reports

People who report corrupt conduct, maladministration or serious and substantial waste will not be
disadvantaged in any way because of their reporting. All reports made in accordance with this pohcy
will be protected under the Protected Disclosure Act. 1994, except for reports that are frivolous or
vexatious, primarily question the merit of government policy, or are made solely or substantrally
with the motive of avoiding dismissal or disciplinary action.

Vexatrous complamts are those initiated w1th 1nsufﬁcrent grounds and serving only to cause -
annoyance.

Detrimental Action

It is unacceptable for anybody to take detrimental action against a person for makmg a report in
accordance with this policy, other than official disciplinary procedures for vexatious reports. It is an
- offence under the Protected Disclosure Act 1994 to take detrimental action against another person
that is substantially in reprisal for the other person making a protected disclosure.

~ Detrimental action means any action causing, comprising or involving any of the following i 1n_]ury,
damage or loss, intimidation or harassment, discrimination, disadvantage or adverse treatment in
relation to employment, dismissal from, or prejudice in, employment, disciplinary proceeding. .

If you believe that you have been disadvantaged or that detrimental actipn has been taken against
you for reporting in accordance with this policy, you should report this to any of the people in the
reporting channels previously described. If necessary, the Ministry of Transport will take steps to-
. protect you from all forms of intimidation. :

Reports to be Investigated

All reports made under this polrcy will be 1nvest1gated The person mak_mg the report will be |
“informed of the results of the mvestlgatlon 1n a trmely manner.

Confldentlallty_

The identity of people reporting in accordance with this policy will be kept confidential, wherever
-.possible. However, an assurance of complete conﬁdentrallty cannot be given. Sometimes, for

example, it may be necessary to reveal the source of a disclosure in order to 1nvest1gate the matter
- fully or for reasons of natural ]ustlce ' :

The subject matter of the report is to be treated as conﬁdentral by supervisors who receive reports,

- other than to pass on the report to the Executive Drrector Transport Services Group or the Director
General. :

http://intranet/ guides/cs-protected-disclosure.html o - 12/12/2008
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Disclosure to a Member of Parllament or a Journalist

A disclosure to a Member of Parhament ora ]oumahst is protected if all of the following apply

» The person making the disclosure must already have made substantlally the same disclosure in
accordance with this policy; -
» And the person making the disclosure must have reasonable grounds for behevmg that the
disclosure is substantially true;
» And the disclosure must be substantially true;
¢ And the Ministry of Transport or the investigating authority to whom the report was made or
. referred must have decided not to investigate the matter, decided to investigate the matter but
-did not complete the investigation within 6 months of the original disclosure, investigated the
matter but not recommended the taking of any action in respect of the matter, or must have
failed to notify the person making the disclosure, within 6 months of the disclosure being
' made, of whether or not the matter is to be investigated.

-Breach of this Policy

‘Breaches.of this pohcy may result in dlsc1p11nary action and 1nfr1ngements of the Protected
Disclosures Act 1994 may result in criminal action.

Summary of Related Legislation

* The Protected Disclosures Act 1994 deals with protected disclosures. Sections 7 to 9 of the

Independent Commission Against Corruption Act 1988 deal with the definition of corrupt conduct.
Reports to the Ombudsman are dealt with in section 12 of the Ombudsman Act 1974.

* Accountability and Responsibilities

Staff must report suspected corruption, maladministration or waste and must not disadvantage or
engage in detrimental action against a person who has reported in accordance with this policy.

Supervisors and managers have a responsibility in instances where a protected disclosure has been
reported to them, to forward reports in accordance with this reporting policy, must carefully
document any report that is received orally, have a duty to maintain the confidentiality of a person
making a report including the subject matter of the report and must take all reasonable steps to
ensure that a person who has reported in accordance with the policy is not drsadvantaged orwill
suffer detrimental act1on :

- Managers have a responsibility to establish systems of control to minimise corrupt1on
maladministration and waste. :

The Executive Director, Transport Services Group, provides an internal reporting channel, acts as a
clearing house for all reports, is responsible for making an initial assessment of each report and
ensuring appropriate follow up action is taken and i is responsible for providing feedback to the

a person who made the initial report.

ICAC Supporting Guidelines - Protected Disclosures

. Under the Protected Disclosures Act 1994, publ.ic' officials who report corrupt conduct,
“maladministration or serious and substantial waste are protected from reprisals. For a person to be
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protected under the Act, the disclosure must be reported through a defined appropriate channel.

Expectations of what will be achieved by reporting corruption also influence the frequency of
reporting. A study of public sector attitudes carried out by the ICAC in 1994, revealed a widespread
belief that nothing useful would be achieved by reporting corruption. : :

A good internal reporting system is an important source of information. It will enable appropriate
people within your organisation to receive and act upon repotts of corruption, maladministration and
serious and substantial waste and implement continuous organisational improvement. To be
effective, the reporting system you set up must also address the attitudes, which deter staff from
reporting corrupt conduct. A workplace culture needs to be established in which integrity is
encouraged and reports of corruption are acted upon. Effective reporting channels will be of little
value if people do not believe there is any point in using them or fear reprisals if they do.

Some important issues you need to consider when settmg up an internal reporting system in your
orgamsat1on are: :

Are all staff aware of the alternative ways of reporting corruption?

Will staff feel comfortable using the alternative channels?

Are staff's fears of reprisals taken seriously?

Are managers aware that they are responsible for making sure that staff who make disclosures

_are not victimised?

Will confidentiality be adequately maintained?

¢ Are disclosures adequately followed up and systems put in place to prevent similar situations
from arising in the future?

» Are there adequate disciplinary measures in-place to deal with staff found to be or have been

engaged in corrupt practices?-

Internal reporting systems should provide all staff with the full protection of the Protected
Disclosures Act. When an internal reporting system is set up it must clearly state that the procedures
were established for reporting corruption, maladministration, and serious and substantial waste under -
the Protected Disclosures Act. This will ensure that the protectlon of the Act is available to staff in
the organisation.

The Act provides protection by imposing penalties on a person who takes detrimental action against
another person in reprisal for a protected disclosure. :

For a disclosure to be protected under the Act, it must be made by a public official to either the head
of his or her organisation in accordance with established reporting proce’dures within the

- organisation direct to the ICAC, Ombudsman or AudltoruGeneral or in certain circumstances to a
journalist or Member of Parliament.

Disclosures made to a journalist or Member of Parliament are only protected if they have already
been made to the appropriate authorities and these authorities have decided not to investigate decided -
to investigate but not completed the investigation within six months of the original disclosure
1nvest1gatcd but not recommended any action failed to notify the person making the disclosure,
within six months, of whether the matter is to be 1nvest1gated

Also, the person making a disclosure to a journalist or Member of Parliament must have reasonable
grounds for believing the disclosure to be substantially true. To receive protection, the dlsclosure
must actually be substantially true.

1In local government, individual council's internal reporting systems may authorise staff to I_nake
protected disclosures directly to councillors or authorise councillors to make disclosures to the
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Mayor or General Manager. Because of the limited jurisdiction of the Auditor-General over local
government, disclosures concerning serious and substantial waste made dlrectly to the Auditor-
General may not be protected under the Protected Disclosures Act.

The protection of the Act does not cover disclosures that are frivolous or vexatious, that primarily
question the merits of government policy or are made in an attempt to avoid dismissal or dlsmphnary
action. :

It is important that all staff in the organlsatlon understand the provisions, requirements and
.obligations of the Act and the protectlon it provides.

The organisation's internal reporting policy must be clearly documented and communicated to all
staff. If your internal reporting system is to be effective, staff need to know how it operates, whom
they should contact with information and what will be done with it. They also need to understand the
accepted definitions of key concepts such as; corruption, maladministration and serious-and
substantial waste, and what constitutes a frivolous, vexatious or insubstantial disclosure. -

The policy should stress the important role of all staff in reporting suspected corruption, identifying
areas where it might occur and supporting those who make legitimate disclosures. It should provide
supervisors and others responsible for handling disclosures with a reference source detailing their
responsibilities, including the need to ensure information received leads to organisational
improvement. When responsibilities are documented, accountability is increased.

The policy should explain that detrimental action taken against a person in reprisal for making a
protected disclosure is a punishable offence and a breach of discipline for staff employed under the
Public Sector Management Act 1988. It could also include information about rights of appeal to the
Government and Related Employees Appeal Tribunal or the Department of Local Government.

Making people aware of the policy is very 1mportant. The document must be in plain English and
distributed to all staff, Summary brochures and posters can also be used to advertise the commitment
to protecting those who make legitimate disclosures. Sessions on the internal reportmg system
should be included i in induction and management training.

In local government documented 1nformat10n about internal reportmg systems and procedures
should be made available to all councillors as well as staff.

. Information about the internal reporting system should be included in the organisation's code of
conduct. A code of conduct is a guide to ethical expectations and responsibilities in the workplace. Tt
should refer to the internal reporting policy and cover an employee's responsibility to report
corruption, how to make a report and where to get further information. The confldentlahty accorded
to dlsclosures should also be emphas1sed

Organisations must provide at least one alternative channel for confidential internal reporting in case
.of a fear that the supervisor is corrupt or ignoring corruption by others.

The normal reporting channel is to the person's supervisor. The alternative channel may be direct to a
designated' unit within the organisation, to a nominated senior manager or to the chief executive.

Some organisations have disclosure coordinators who have similar respons1b1ht1es to supervisors and
act as a clearlng house for all dlsclosures

Organisations that are spread over a wide geographical area may need different arrangements to a
single-site agency. For example an appropriate person within each reglonal office may be given
responsibility for recelvmg and dealing with disclosures.
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Organisations must make sure that all levels of management understand and comply with the internal
reporting policy. Managers and supervisors who receive disclosures are responsible for either
investigating or appropriately referfing the disclosure and for making sure that follow up action is
-taken to ensure work systems are improved. Staff are more likely to report matters. which concern
them if they see improvements in the workplace as a result.

Managers are also responsible for making sure the person who made the d1sclosure 18 not _
disadvantaged and that no detrimental action such as unwarranted transfer, psychologtcal tests or
demotion i is taken. -

Ch1ef execut1ves and managers have an important role in positively 1nﬂuencmg organ1sat1onal
culture and implementing reforms as the result of a disclosure. The principal officer (usually the
CEO) has an obligation to report to an investigating authority, for example, the police or ICAC
respectively if criminal or corrupt conduct is suspected

Organisations. must make sure that confidentiali_ty is maintained unless it is unreasonable or
impossible to do so. Confidentiality helps to protect both those. who make disclosures and the
.subJects of the disclosures. Staff are more likely to come forward with information if they know a
genume disclosure will be treated conﬁdennally

However an assurance of complete confidentiality cannot be given. Sometimes, for example, it may -
be necessary to reveal the source of a disclosure to the person who is the Sl]b_]CCt of the disclosure in
order to investigate the matter fully or for reasons of natural justice and it is 1mportant that staff
understand this limitation. - :

Your policy on internal reportmg should explain the responsibilities of staff handling complaints and
include d1s01phnary provisions if there is an unnecessary breach of confidentiality.

Information about the internal reporting system should be included in training sessions for all staff.
Everyone in the orgamsauon needs to know what they should report and the correct procedures to
follow.

Induction training is the ideal time to explain the internal reporting system to new staff and segments
on reporting system respon31b1ht1es should be 1ncorporated into regular tra1n1ng programs for
managers and superv1sors : :

Organisations should review the effectiveness of their internal reporting system on a regular basis.
You should probably carry out an initial review after the first six months and then subsequent .
reviews every two years. The review should make sure that reporting channels are effective and
appropriate, complainants are not being disadvantaged and any problems have been or are being
rectified. : :

You need to look at the total number of disclosures, how many were inconclusive or 1nsubstant1a1
and what action was taken in respect of each.

The review should include a survey of staff attitudes towards, and experiences with, the internal .

reporting system and how credible they feel the whole process is. You might also want to analyse the

cost-effectiveness of the system and how efficient it is, what orgamsanonal improvements have
“resulted from the system, plus any detrimental effects it has had.

After the review has been done, any recommended 1mprovements to the internal reporting system
should be agreed upon and implemented.
© Muustry of Transport 1998-2008 // Updated 20 August 2008
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FRAUD AND _CORRUPTtON PREVENTION STRATEGY

| Summary :

The Ministry of Transport has established fraud and corruption preventroh plans and -
strategies which are based upon the principles promulgated by the Department of
Premrer & Cabinet and the Audit Office of New South Wales.

But what is “fraud and corruptron”. According to the Macquarie Dictionary; fraud
involves “deceit, trickery or breach of confidence by which it is sought to gain sorme
unfair or dishonest advantage ... advantage gained by unfair means as by a false -
representation of fact made knowingly or without belief in its truth,” Corruption

- includes the dishonest or partial exercise of official functions by a public official and
conduct of a person when it adversely affects the |mpartral or honest exercise of
official functions by a public offrcral :

The scope of what comprises fraud and corruption is very broad. It may include
elements of deceit or advantage gained by unfair means. It includes dishonest or

- partial exercise of official functions often influenced by the presence of inducements
or bribes. In the environment in which the Ministry of Transport works the
opportunrty for fraud .and corruption is always present:

Fraud and corruption have the potential to drvert scarce public monies and
resources from their intended purposes. When it occurs, the reputation of the
Ministry and the wellbeing of its staff are affected

- All staff within the Ministry of Transport are expected to detect and prevent fraud
and corruption as far as it is possible in their daily work activities and to report it

-when they suspect it is occurnng The Ministry also expects those whom we’

‘regulate, those who supply services to the Ministry and transport scheme users to
abide by the same prrncrples :

In this regard the Ministry conducts annual Risk Assessment Workshops and
regular Fraud Control Health Checks to identify where |mpr0vements may be

~ needed in fraud and corruptron prevention and to assess the awareness of staff of
fraud control. :

Risk Assessment Workahops assess operational risk, iderrtify the fraud risks to
which the Ministry is exposed and rate aspects of our organisation’s activities from a
fraud risk perspectrve

Fraud Control Health Checks are primarily used in the Ministry to assess staff

~awareness of fraud control, particularly i in areas of identified rrsk

(i
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The Ministry also ensures that its service providers and customers understand our
stance on fraud and corruption. It has implemented mechanisms and procedures to -
-encourage reporting of fraud and corruption ensuring the Protected Disclosures Act
is adhered to, with notification to external bodies such as ICAC, Pollce and the Audit
Offlce where required. :

The Protected Dlsclosures Act supports and protects people (commonly referred to
whlstleblowers”) who volunteer information regarding acts of fraud or corruption.
- _Thls information is always treated confidentially, with the identity of the informant
not to be disclosed. However it should be noted that disclosures made to avoid
disciplinary action; frivolously or vexatiously; or that question the merits of
government will not be treated as a protected disclosure.

Contemporary fraud and corruption investigations standards have also been
~ adopted by the Ministry, together W|th appropriate staff conduct and disciplinary
standards

The standards for staff conduct are found in the Employee Relations Folder which is
available on the Ministry’s Intranet, with standards for disciplinary-action within the
Ministry contained in Chapter 9 of the NSW Government Personnel Handbook.

The principal mechanism by which the Ministry articulates its standards for
investigation is by means of Investigation Plans. Once a suspected fraud has been
examined and a basis for further action has been established, a Fraud Investigation
Plan is prepared outlining the scope, investigation resources and techniques,
timeframe, reporting arrangements and investigation assessment milestones.

A proforma for the repbrting of suspected fraud and corruption within the Ministry
has been developed and is available to all staff via the Ministry’s Intranet site.

If someone from dutside the Ministry of Transport makes an allegation of fraud or
corruption to you as a member of the Ministry’s staff it is to be reported, in the first
instance, to your manager or the Executive Director, Transport Services Group for
further action. :

(ii)
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Fraud and Corruption Prevention Policy

Fraud and corruption have the potential to divert scarce public monies and
resources from their intended purposes. When it occurs, the reputation of the
Ministry of Transport and the wellbeing of its staff are affected. This applies
equally to matters that arise internally or that orlgrnate from those whom we
regulate as well as to suppliers of services and users of the transport schemes
we administer.

' As part of implementing the Ministry's Fraud and Corruption Prevention

| Strategy, ali staif within the Ministry of Transport are expected to detect and
prevent fraud and corruption as far as it is possible in their daily work activities
and to report it when they suspect it is occurring. The Ministry of Transport
‘also expects those whom we regulate, those who supply services to the
Ministry and transport scheme users to abide by the same principles.

The Mlnlstry conducts’ annual Risk Assessment Workshops which faCIIItate the
identification of new and existing fraud risks that need to be controlled.

The Ministry also conducts regular Fraud Control Heaith Checks toidentify
where the Fraud Control Strategy may need attention and improvement and in
particular to assess the awareness of staff of fraud control. -

If someone from outside the Ministry of Transport makes an allegation of fraud
or corruption to you as a member of the Ministry’s staff it is to be reported, in
the first instance, to your manager or the Executive Director, Transport
Services Group for further action.




1.0 Purpose of the Strategy

The purpose of the Ministry of Transport Fraud and Corruption Prevention Strategy is three
fold:

e To articulate and make clear the stance the Ministry of Transport takes with regard to fraud
and corruption;

e To educate, inform and increase staff awareness with regard to fraud and corruption;

e To outline the actions to be taken with regard to fraud and corruption.

2.0 Fraud and Corruption Context

The Ministry of Transport is a budget dependent New South Wales government department. It
is involved in transport policy, regulating transport and funding various transport schemes. |t
expends over $3 billion per annum.

From a fraud perspective, some key dimensions of the operations of the Ministry of Transport
include:

Administering bus, taxi and hire car driver applications — nearly 60,000 on record:;

e Administering bus, taxi and hire car operator accreditations — over 12,500 in total;

e Regulating the operation of bus services — nearly 2,000 for all of New South Wales;
e Managing the School Student Transport Subsidy Scheme — over 650,000 students;
e Managing the Private Vehicle Conveyance Scheme;

» Managing the Home and Community Care and Community Transport Schemes;

e Managing the Taxi Transport Subsidy Scheme;

e Coordinating passenger transport security;

e Purchasing bus services; and

e Making payments to state transport agencies.

The Ministry of Transport has many and varied operations that directly involve and impact -
upon hundreds of thousands of New South Wales citizens. The amount of money transacted
| s large and the types of activities that the Ministry undertakes are extensive. Accordingly the
opportunity for fraud and corruption are always present in such an undertaking.




3.0 Basis of our Fraud and Corruption Prevention Strategy

Our fraud and corruption prevention plans and strategies are based upon the principles
promulgated by the Premier's Department and the Audit Office of New South Wales, arranged
under the following headings:

e Integrated Macro Policy

Responsibility Structures

Fraud Risk Assessment

Fraud Control Health Checks

Employee Awareness

Customer and Community Awareness

Fraud Reporting Systems

Protected Disclosures

External Notification

Investigation Standards

Conduct and Disciplinary Standards

These headings that outline the Ministry’s approach and are explalned below:

Integrated Macro Policy Having a policy in place that outlines the organisation’s
stance on fraud and what it proposes to do about it

Responsibility Structures | Defining the responsibility and organisation structure for the
detection, reporting and prevention of fraud

Fraud Risk Assessment Identifying the fraud risks to which the organisation is
exposed and rating aspects of the organisation’s activities
from a fraud risk perspective.

Fraud Control Health Identifying specific work areas where exposure to fraud risks
Check might have changed or developed and implementation of
some elements of the organisation’s fraud control strategy
may need refreshing or improving and elements of fraud
control strategy that may need attention across the entire
organisation. The main focus is however to assess staff
awareness of fraud control within the Ministry.

Employee Awareness Ensuring that employees are aware of what fraud is and what
their role is in detection, reporting and prevention.

Customer and Ensuring that the customers of the Ministry of Transport (bus,

Community taxi and hire car industries and transport scheme users) and

Awareness the community, including service providers, understand our

stance on fraud and what the Ministry expects of them.

Fraud Reporting Systems | Having mechanisms and procedures in place that encourage
the appropriate reporting of fraud and corruption.

Protected Disclosures - Ensuring that the provisions of the Protected Disclosures Act
1994 are understood and adhered to
External Notification Ensuring that the correct mechanisms are in place for the

timely notification of fraud and corruption to external bodies
such as ICAC, Police, Audit Office

Investigation Standards Establishing standards for the Ministry of Transport for the
investigation of fraud and corruption that are contemporary,
relevant and effective

Conduct and Disciplinary | Establishing standards for the conduct of staff and the
Standards arrangements for discipline, should it be required.

The Ministry of Transport’s fraud and corruption prevention strategies and actions are based
upon the NSW Audit Office’s “Better Practice Guide — Fraud Control Improvement Kit”, NSW
Treasury Risk Management Guide and authoritative advice of the New South Wales Premier’s
Department and the Independent Commission Against Corruption. Relevant legislation
includes the Public Finance & Audit Act 1983, Independent Commission Against Corruption
Act 1988 and the Protected Disclosures Act 1994




4.0

What is fraud and corruption

According to the Macquarie Dictionary, fraud involves “deceit, trickery or breach of confidence
by which it is sought to gain some unfair or dishonest advantage ... advantage gained by unfair
means as by a false representation of fact made knowingly or without belief in its truth.”

Consider the following examples in the light of the definition above:

Payment for work not performed
Forged endorsements

Altering details on licences,
accreditations and other documentation

Collusive bidding
Overcharging

Writing off recoverable assets or debts -

Unauthorised transactions

Selling licence, operator accreditation,
TTSS & SSTS information

Altering fixed assets register records

Altering licence, accreditation and other
fee receipts records

Cheques made out to false persons
False persons on the payroll
Thett of official purchase order books

Unrecorded transactions
Cash, supplies or equipment stolen

Misuse of Ministry credit cards

IOU’s used in petty cash
Substituting old goods for new

Licence and operator accreditation and
other fee transactions not recorded

False official identification used
Damaging or destroying documentation
Using copies of records and receipts
Production of apparent original invoices

Using facsimile or scanned signatures

Stealing of discounts

Delayed terminations from payroll

Selling waste and scrap
Over claiming expenSes
Skimming odd cents and rounding

Running own business using Ministry
assets

False compensation and insurance
claims

Inappropriate use of TTSS vouchers

Corruption includes the dishonest or partial exercise of official functions by a public official
and conduct of a person when it adversely affects the impartial or honest exercise of official
functions by a public official. Corruption can take many forms — taking or offering bribes,
public officials dishonestly using influence, fraud, blackmail, election bribery and illegal
gambling are just some examples. The following examples all fall within the realm of corrupt
behaviour:

A company wants to do business with Government and pays or induces a public official to

choose that company for the job;

A driver authorised by the Ministry is ‘over the limit’ but police let him go because he is a

well known sportsman;

A public official uses public resources for private purposes.

The scope of what comprises fraud and corruption is very broad. It may include elements of
deceit or advantage gained by unfair means. It includes dishonest or partial exercise of official
functions often influenced by the presence of inducements or bribes. In the environment that
the Ministry of Transport works in, the opportunity for fraud and corruption is always present.




5.0 Fraud Control Obligations

The Ministry recognises its fraud control obligations which will fall into three main categories;

| Legislation and mandatory e Public Finance & Audit Act 1983
directives - ¢ Independent Commission Against
- - Corruption Act 1988
e Protected Disclosures Act 1994
¢ Premier's Department 1990 fraud control
~ policy directive.

Audit and regulatory o |n particular the Australlan Audit Standard
requirements ' |1 . 210 . :
Best practicé guidance o NSW Audit Office Fraud Control Guide

* NSW Treasury Risk Management Guide
s Standards Australia AS8000 series (on
corporate governance, incl. fraud control)

6.0 Fraud Risk Assessment

A Fraud Risk Assessment is used in the Ministry to initially identify areas of possible fraud and
- corruption. The Assessment is undertaken at least once each year in the annual Risk. N
Assessment Workshop which involves representation from each of the Divisions within the
Ministry and assesses the risks faced by the Ministry at a strategic level. This process
identifies where the Mlnlstry $ Fraud Control Health Check program (whlch is outlined below)
needs to be specmcally focussed and applied. :

A Fraud Rlsk Assessment will have regard to:

The fraud risks that might occur to the Ministry or have occurred to similar agencies;
The potential causes of those risks and how causes can be prevented and detected:;
- The Ministry's Results and Services that would be impacted by fraud risks;
The potential risk severity and how it might be treated;
The effectiveness of the Mrnrstry s existing control systems to prevent, detect and mitigate
fraud risks; :
The comparative level of Impact and Likelihood of identified fraud rlsks given the
effectiveness of existing control, and as a result, determining the risk sevetity;
The risk treatment actions needed to réduce fraud risks to acceptable levels;
The level of materiality (ie. the value of the fraud in relation to overall expenditure});
The presence and effectiveness of internal controls;
The result of internal and external audits;
- The numbers and types of external customers;
The degree and amount of technology involved;
Staff stability, experience and expert knowledge of systems; and .
The degree of geographic distribution (centralisation) of administrative: functlons and
external customers. :



The assessment will cover business units and processes undertaken by the Ministry, as

necessary to inform and complement the Fraud Control Health Check process, with the results
of the Assessment presented in the form of a table listing the areas of risk and their ranking in
accordance with the following impact and likelihood rating scales and then recorded in the risk

severity table.

IMPACT LEVEL LIKELIHOOD LEVEL
tpact Level Desstiption Likelihood Level | Description
A Catasrophic Mithue-greates dhiin $10tlian 5 Almost Certain Likely to occur frequently; could happen
sometime in the next month or so
s Value between $5 million and $10 million 4 Probable Likely to occur but not frequently; could
) happen sometime in the next year or so
3 Moderate Value between $1 million and $5 million 3 Possible Could happen occasionally; has happened in
) the past and could recur
2 Minue Veate bitwwesn. § 200,000 81 llion 2 Unlikely Not likely but still possible; has happened in
a similar situation in another transport
1 Negligible Value less than § 200,000 e
1 Rare Highly unlikely but not impossible; has not
happened in transport agencies in Australia
RISK SEVERITY TABLE
Impact = :
Likelihood 4 - Moderate Catastrophic
Almost Certain
Probable
Possible
Unlikely
Rare

Manage through routine procedures

Immediate attention

il 0§

Responsibility assigned and decisions made regarding level of treatment warranted

Immediate attention including the allocation of resources to prevent the risk occurring or remedy the situation




7.0 Fraud Control Health Check

The Ministry’s Fraud Control Health Check program is‘being implemented on a three year
rolling program basis to:

o complement the Fraud Risk Assessment process;

o assess the awareness of staff of fraud control;

o detect specific work areas where the implementation of some elements of the Ministry’s
fraud control strategy may need refreshing or improving.

o assist in identifying the elements of the fraud control strategy that may need attention
across the organisation’

The results of the Fraud Control Health Check will be reported to the Ministry’s Executive and
the Audit Committee, particularly where areas of concern are identified.

The Fraud Control Health Check consists of ten statements against which Ministry staff assess
their degree of affirmation:

1.

2

Our fraud control policies and procedures tell us how to deal effectively with the fraud risks we face.

Most staff in my work area are aware of their responsibilities for minimising fraud in our workplace.

. The functions of my work area are regularly assessed to identify and address the fraud risks we face.

Our organisation conducts regular training in fraud control.

[ am confident that our customers/clients, suppliets and contractors would understand that our
organisation will not accept fraudulent dealings/transactions.

Staff are encouraged to report alleged fraud or corruption in my organisation.
[ am confident that my organisation systematically makes efforts to detect fraud and corruption.

I am confident that my organisation would report fraud and corruption to external organisations (eg.
ICAC, Police) where it was required to do so.

I am confident that internal investigations of alleged fraud and corruption would be carried out to high
standards in my organisation.

10.Most staff in my work area understand that staff will be disciplined for fraudulent or corrupt behaviour,

and for breaches of our code of conduct/ethics.

A comprehensive guide to the process is available on the NSW Audit Office website at:

www.audit.nsw.gov.au/publications/better practice/better practice.htm




8.0 Fraud Risk Assessment and Fraud Control Improvement Workshops

The Risk Assessment Workshop identifies and evaluates risks and suggests where action is
needed to treat unacceptable risks. The Risk Assessment Workshops, which occur on an
annual basis, apply the fraud risk assessment procedures outlines in section 6 of this Strategy
document.

The Fraud Control Health Check indicates areas where staff are not fully aware of
the Ministry’s fraud control strategies. -

With these two activities as preparation, Fraud Control Imp