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Joint Standing Committee on 
Electoral Matters 
Inquiry into proposals to increase voter engagement, 
participation and confidence 
Answers to questions taken on notice by the Electoral Commissioner 

Question from the Hon Robert Borsak 
(1) Just going back to the counting system for the LC, are you talking about a complete rewrite or are 
you talking about a retrofitting of the existing software?  

Answer: 

As I noted in my answer during the hearing, the work needed on the Electoral Commission’s count system 
before the 2027 State general election will address critical gaps, rather than build a new system, to reduce 
the risk of significant problems arising with the count. 

The Electoral Commission’s current count system was developed in response to a problem that arose at the 
2003 NSW State election. At that election, I am advised there were delays to completing the Legislative 
Council count due to problems with the counting software in use at the time. The (then) State Electoral Office 
received funding to replace that count system. I understand that a staged approach to replacement was 
taken with an interim system used for the 2007 NSW State election and the current Proportional 
Representation Computer Count (PRCC) system developed for use at the 2011 NSW State election. 

Since the 2011 NSW State election, the PRCC system has been used for both Legislative Council and Local 
government preference counts with no major upgrades to the underlying architecture. The same system has 
also been used to run the optional preferential counts for Legislative Assembly general elections since 2015 
and state by-elections since 2017. 

The system consists of four main components, integrated into a single application: 

• Configuration Module – used to set up and manage election events, users, allocated computers etc. 

• Ballot Paper Entry Module – used to manage the data entry and data validation of preferences of 
batches of ballot papers. 

• Reporting Module – used to prepare reports required for scrutiny and overall management of data entry 
processes. 

• Count Module – used to carry out validation of formality rules and carry out the distribution of preferences 
and generation of election results.  

The PRCC system uses a ‘thick client architecture’, with the software (client and server-side applications) 
being unsupported since 2012 because the company originally providing support in Australia is no longer in 
business. Limited informal support has been historically provided through personal contacts with developers, 
however these channels are no longer available. The software is deployed and secured using an open-
source software packaging tool that is also end of life, does not meet current security standards and has not 
received any new releases since 2020. 
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It is not possible to replace most of the unsupported components of the application because of the limited 
time now available before the 2027 State election. That work had been included in planning for the Electoral 
Commission’s proposed Digital Modernisation programme, which is not able to proceed. Recent testing has 
indicated, however, that some key software is incompatible with infrastructure and cyber security updates 
that must be implemented prior to the 2027 State election. The ballot paper data entry and reporting modules 
will require an extensive re-write to ensure they are reliable and secure. The re-write will also provide an 
opportunity to modularise the application into smaller components making future support and upgrades 
simpler and more cost effective. Also, the Electoral Commission must upgrade the core formality and count 
engine components, which I understand can be done with little or no change to the underlying software. This 
is also necessary to reduce the risk of system failure for the 2027 State election, noting this is the software 
component that requires the most testing and certification as part of election preparation 

Question from Mr Nathan Hagarty 
(2) I don't want to get into a tech discussion about what it's (the LC counting system) written in and 
why, but maybe we can take that on notice as to sort of why.  

Answer:  

The Proportional Representation Computer Count system uses a ‘thick client architecture’, with the software 
(client and server-side applications) being unsupported since 2012 because the company originally providing 
support in Australia is no longer in business. Limited informal support has been historically provided through 
personal contacts with developers, however these channels are no longer available. The software is 
deployed and secured using an open-source software packaging tool that is also end of life, does not meet 
current security standards and has not received any new releases since 2020. 

It is not possible to replace most of the unsupported components of the application because of the limited 
time now available before the 2027 State election. That work had been included in planning for the Electoral 
Commission’s proposed Digital Modernisation programme, which is not able to proceed. Recent testing has 
indicated, however, that some key software is incompatible with infrastructure and cyber security updates 
that must be implemented prior to the 2027 State election. The ballot paper data entry and reporting modules 
will require an extensive re-write to ensure they are reliable and secure. The re-write will also provide an 
opportunity to modularise the application into smaller components making future support and upgrades 
simpler and more cost effective. Also, the Electoral Commission must upgrade the core formality and count 
engine components, which I understand can be done with little or no change to the underlying software. This 
is also necessary to reduce the risk of system failure for the 2027 State election, noting this is the software 
component that requires the most testing and certification as part of election preparation. 

 

Questions from The Chair, the Hon Peter Primrose 
(3) Samuel Gilbert high school—during the last council campaign, people were making their way up 
to the only entrance, which was a very steep pathway. Then they reached the stairs…The 
supplementary part of that question is why should the Electoral Commission not be subject to the 
same requirements, in making access available for people with disabilities and differing abilities, to 
the rest of the community? Because this was access to the actual voting place and we made it 
impossible for people to actually get in there. Please, I don't want to put you on the spot.  

Answer:  

The hiring of appropriate venues for voting at a statewide election is always a challenging exercise but the 
NSW Electoral Commission does consider itself subject to requirements about accessibility, as well as public 
safety. It builds these considerations into all of its venue procurement decisions. 
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Question from Mr Nathan Hagarty 
(5) Just reflecting on the previous comments about key person risk around technology, obviously 
those funding demands go well before 2023, but just on the cybersecurity issue, the Federal 
Government has its Essential Eight maturity model. I don't know how across this you guys are, but 
you can take it on notice. I'd like to know have you done an Essential Eight assessment, where are 
you guys at, and what's the pathway to get it to where it needs to be, if it isn't already there?  

Answer:  

The NSW Electoral Commission is using the Australia Cyber Security Centre’s (ACSC) Essential Eight 
Maturity Model, along with a risk-based assessment model, to drive its ongoing cyber security uplift 
programme. The Commission’s ability to implement the Essential 8 security controls, however, continues to 
be hampered by its reliance on legacy systems to deliver critical election services.  

As stated in the ACSC Essential 8 FAQs published by the Australian Signals Directorate:  

“It is often difficult to implement the Essential Eight, either in part or in full, on legacy systems. In 
such cases, ASD strongly encourages organisations to upgrade their legacy systems as a priority so 
that the Essential Eight can be implemented in full. While a system is in the process of being 
upgraded, organisations should implement compensating controls where possible to do so.” 

The Essential Eight Maturity model ranks maturity from 0 (lowest) to 3 (highest) and for each of the eight 
requirements provides a list of practices and processes that must be in place to achieve each maturity level.  

The Commission has internally assessed its current maturity as on target to have all controls to a maturity 
level of (1) by the end of June this year. The Commission is targeting an overall maturity level of (2) and 
hopes to achieve this in some areas prior to the 2027 State election. Essential 8 controls can only be rolled 
out to Commission systems and applications, however, in a phased manner. Also, while additional 
compensating controls are being planned for the Commission’s legacy systems and applications that are 
incompatible with Essential 8, under the maturity assessment process these compensating controls can only 
be taken into consideration as part of the maturity assessment if they are demonstrated to provide an 
equivalent level of overall protection. I understand that this is not the case for most controls, so the 
Commission’s ability to increase its maturity will continue to be impacted by the limits of its legacy systems.  

As the cybersecurity threat landscape continues to evolve and present the Electoral Commission with new 
challenges and threats, it is important that it is funded to operationalise, maintain, and continuously improve 
its Essential 8 controls.  

 


